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*** 1st CHANGE ***

[bookmark: _Toc19542395][bookmark: _Toc35348397][bookmark: _Toc152836031]4.2.3.6.2	Log transfer to centralized storage
Requirement Name: Log transfer to centralized storage
Requirement Reference: In accordance with industry best practice
Requirement Description: 
a)	The Network Product shall support forwarding of security event logging data to an external system. Secure transport protocols in accordance with clause 4.2.3.2.4, shall be used.
b)	Log functions should support secure uploading of log files to a central location or to an external system for the Network Product that is logging.
Threat References: TR 33.926 [4]
Test Name: TC_LOG TRANS_TO_CENTR STORAGE
Purpose:
To ensure log shall be transferred to centralized storage.
Procedure and execution steps:
Pre-Conditions:
[bookmark: OLE_LINK49][bookmark: OLE_LINK50][bookmark: OLE_LINK61][bookmark: OLE_LINK62]-	The vendor shall list the standard protocols which transfer security event logging data (in accordance with clause 4.2.3.2.4). 
-	The session between network product and central location or external system for network product log functions has been set up.
-	The tester has privilege to operate network product and related logs can be outputted.
Execution Steps
1.	The tester configures the network product to forward event logs to an external system (according to bullet a) of requirement) and related logs are sent out. 
[bookmark: OLE_LINK16][bookmark: OLE_LINK17]2.	The tester checks whether the used transport protocol is secure protocol (in accordance with clause 4.2.3.2.4).
[bookmark: OLE_LINK25]3.	The tester checks whether the central location or external system for network product log functions has stored the related logs. 
4.	The tester configures the network product for secure upload of event log files to an external system (according to bullet b) of requirement) and performs a log file upload. 
5.	The tester checks whether the used transport protocol for log file upload is a secure standard protocol (in accordance with clause 4.2.3.2.4). 
6.	The tester checks whether the central location or external system for network product log functions has stored the related logs. 
Expected Results:
-	The listed transport protocols are secure protocols.
-	The used transport protocol for log file upload is a secure standard protocol.
-	The tester finds that the central location or external system for network product log functions has stored the related logs.
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
-	Settings, protocols and configurations used, 
-	Screenshot
-	Test result (Passed or not)
*** END OF CHANGES ***

