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1
Decision/action requested

SA3 is kindly requested to approve the addition of references and Robustness and Fuzz testing requirement in draft 33.529 v0.2.0 Security Assurance Specification for Short Message Service Function (SMSF).
2
References

[1]
3GPP TS 33.529 “Security Assurance Specification (SCAS) for the Short Message Service Function (SMSF)  network product class” v0.2.0

3
Rationale

This contribution proposes to modify the TS draft [1] clause with references and requirement of Robustness and Fuzz testing on SMSF specific interfaces. 
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.117: "Catalogue of general security assurance requirements".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[5] 




3GPP TS 23.040: "Technical realization of the Short Message Service (SMS) ".

[i] 




3GPP TS 23.501: “System Architecture for the 5G System (5GS)”

[j]


3GPP TS 29.540: “5G System; SMS Services”

[k]


3GPP TS 29.338: “Diameter based protocols to support Short Message Service (SMS) capable     Mobile Mangement Entities (MMEs)”
[m]


3GPP TS 29.002: “Mobile Application Part (MAP) specification”
*************** End of the 1st Change ****************

*************** Start of the 2nd Change ****************

4.4.4 
Robustness and fuzz testing
The test cases under clause 4.4.4 of TS 33.117 [2] are applicable to SMSF.

The interface defined for the SMSF are in 4.2.3 of TS 23.501 [i].

According to clause 4.4.4 of TS 33.117 [2], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, the following interface and protocols, if supported by the SMSF network product classes in implementation, are in the scope of the testing for SMSF:

-
For Nsmsf [j]: the TCP, HTTP2 and JSON protocols.

-
For SGd [k]: the TCP/SCTP, Diameter Base and  SGd Diameter Application protocol
-
For SS7 [m]: SCTP, M3UA, SCCP, TCAP, Mobile Application Part (MAP) protocol
NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [2]
*************** End of the 2nd Change ****************

