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[bookmark: _Toc19542364][bookmark: _Toc35348366][bookmark: _Toc114146488]************* Start of Change *************
4.2.3.4.1.1	Successful authentication and authorization of system functions
Requirement Name: Authentication and authorization for System functions 
Requirement Reference: In accordance with industry best practice
Requirement Description:
The usage of a system function without successful authentication on basis of the user identity and at least one authentication attribute (e.g. password, certificate) shall be prevented. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating system and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorization requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Threat References: TR 33.926 [4]Test case: 
Test Name: TC_SYS_FUN_USAGE
Purpose:
To ensure that system functions shall not be used without successful authentication and authorization.
Procedure and execution steps:
Pre-Conditions:
1. The vendor shall supply the list of system functions which include network services, local access via a management console, local usage of operating system and applications.
2. The vendor shall supply the list of access entries for system functions.
Execution Steps
The tester is required to execute the following steps:
1.	The tester verifies, based on his/her own experience, that the list is adequate.
21.	The tester verifies that the access entries to use system functions, which are listed by the vendor, require successful authentication on basis of the user name and at least one authentication attribute. The tester also verifies that the access entries to use system functions require authorization via an access control mechanism (e.g. Discretionary access control/Ownership/Capabilities or Mandatory access control). This applies to both system functions that are locally accessible and those that are remotely accessible via a network interface.
Expected Results:
[bookmark: OLE_LINK37][bookmark: OLE_LINK42]1.	The network product does not allow access to any system function provided by the vendor without a successful user authentication and authorization. 
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
- 	Description of executed tests and commands
- 	Relevant output (e.g. Screenshot)
[bookmark: _GoBack]- 	Test result (Passed or not)
************* End of Change *************

