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	Reason for change:
	The UDM threat reference does not yet cover the threat of sending a manipulated AUTS parameter in synchronization failure messages.

	
	

	Summary of change:
	Add the threat reference for missing verification when processing synchronization failure messages in the UDM.

	
	

	Consequences if not approved:
	In case the threat is not covered, the authentication and integrity of synchronization failure messages cannot be granted, leading to attacks that affect the user authentication and privacy.
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[bookmark: _Toc137742588]********** START OF 1st CHANGE **********
[bookmark: __RefHeading___Toc145510577]E.2.2.X	Synchronization verification failure
-	Threat name: Synchronization verification failure
-	Threat Category: Information Disclosure, Tampering data, Denial of Service
-	Threat Description: Suppose the UDM does not verify the authentication and integrity of the synchronization failure message by not comparing the receiving MAC with the calculated MAC and rejecting the message by throwing an error in case of a mismatch. In that case, a manipulated AUTS parameter will be processed by the UDM, which may result in the UE being unable to authenticate with the core network.
-	Threatened Asset: Sufficient Processing Capacity, User Subscription data
********** END OF CHANGE **********

