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***** 1st CHANGE *****
[bookmark: _Toc22547078][bookmark: _Toc22547580][bookmark: _Toc26880199][bookmark: _Toc137715498]4.2.2	Security functional requirements on the AUSF deriving from 3GPP specifications and related test cases
The general approach in TS 33.117 [3] clause 4.2.2.1 and all the requirements and test cases in TS 33.117 [3] clause 4.2.2.2 related to SBA/SBI aspect apply to the AUSF network product class.
There are no AUSF-specific test cases according to the security functional requirements on the AUSF deriving from TS 33.501 [2] and security requirements derived from the threats specific to AUSF as described in TR 33.926 [4].

**** END of 1st CHANGE ****

[bookmark: _Toc22544382][bookmark: _Toc22544813][bookmark: _Toc26877453][bookmark: _Toc145421618]***** 2nd CHANGE (all text new)*****

4.2.2.1	Authentication and selection of authentication method
[bookmark: _Toc22544383][bookmark: _Toc22544814][bookmark: _Toc26877454][bookmark: _Toc145421619]4.2.2.1.1	Mismatching serving network name
Requirement Name: Mismatching serving network name
Requirement Reference: TS 33.501 [2], clause 6.1.2 
Requirement Description: As specified in TS 33.501 [2] clause 6.1.2, upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name. The AUSF stores the received serving network name temporarily. If the serving network is not authorized to use the serving network name, the AUSF responds with "serving network not authorized" in the Nausf_UEAuthentication_Authenticate Response.
Threat References: TBD
Test Case: 
Test Name: TC_SERVING_NETWORK_NAME_VERIFICATION
Purpose:
Verify that AUSF checks the serving network name from AMF/SEAF with the configured serving network name. 
Pre-Conditions:
-	Test environment with AMF and UDM. The AMF and UDM may be simulated. 
-	AUSF network product is connected in emulated/real network environment.
Execution Steps
Test A:
1)	The tester configures the AMF and AUSF with the same serving network name, as defined in TS 33.501 [2] clause 6.1.1.4.3
2)	The SEAF/AMF sends a Nausf_UEAuthentication_Authenticate Request message with the configured serving network name to the AUSF.
Test B:
1)	The tester configures the AMF with serving network name “A”, and the AUSF serving network name “B”. Both serving network names are constructed based on TS 33.501 [2] clause 6.1.1.4.3.
2)	The SEAF/AMF sends a Nausf_UEAuthentication_Authenticate Request message with the serving network “A” to the AUSF.
Expected Results:
-	For Test A, the AUSF responds with the Nausf_UEAuthentication_Authenticate Response message containing the Authentication values.
-	For Test B, the AUSF responds with the Nausf_UEAuthentication_Authenticate Response message with “serving network not authorized”.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot or packet captures containing the operational results.



**** END of 2nd CHANGE ****
