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1
Decision/action requested

This contribution provides a discussion on the different options of security for selection SCG Activation.
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Rationale

A draftCR (S3-234164, [1]) was approved in SA3#112 (Goteburg,Sweden) for the potential details of security of Selective SCG Activation with three options.
This discussion paper all options are examined with the aim of reducing the number of options.

3.1 Procedures of three options
The basic principle and the relevant message exchange is depicted in Figure 1. 
[image: image1.png](1) Derive SN counter values and calculate Ksn

(1) Derive SN counter values
(1) Derive SN counter values

(1) Derive Ksn per SN counter per SN

Option 1

Option 2, Alt1
Option 2, Alt2

Option 3

(4) Derive the Ksn

(2) List of Ksn

(4) MIN derive Ksn and share the Ksn—>]

[——(2) Share the Ksn and SN counter values—>1

[———(4) Share selected SN counter value

(4) Request Ksn

SN

UE





Figure 1: All-in-one view
3.1.1 General Information
In the scenario of selective SCG activation, the MN may provide one or several candidate SCG configuration(s) for one or multiple candidate SN(s) to the UE. The UE may select and execute precisely one of these conditional reconfigurations in order to change PSCell based on the measurement results on candidate target PSCells. The conditional reconfiguration for the selected PScell remains valid after the UE selected the target and executed the target cell access procedure. Thus the UE is able to connect to the same SN several times without any further reconfiguration by the network.
Configuration phase

In order to prevent key-stream reuse when the UE switches back and forth to the same PSCell or the SN, the MN generates per candadite SN the sequence of multiple distinct SN Counter values during the selective SCG activation procedure. Each SN Counter value is unique, and the sequences are non-overlapping. These SN Counter values per SN shall be provided to the UE by the MN. The UE shall store these values. 

Accessing the target SN

In order to prevent key-stream reuse when the UE switches back and forth to the same PSCell or the SN, the MN generates per candadite SN the sequence of multiple distinct SN Counter values during the selective SCG activation procedure. Each SN Counter value is unique, and the sequences are non-overlapping. These SN Counter values per SN shall be provided to the UE by the MN. The UE shall store these values. 

3.1.2 Three different solution options

Option 1

The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context. 

The UE shall inform the MN which SN Counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received SN Counter value to the SN. The SN decides the KSN based on the received SN Counter value.

Option 2

After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.

Alt 1 When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.

Alt 2 When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.

Option 3

The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.

The SN chooses the first unused Ksn key for that UE to establish the security with the UE. 
3.2 Decision Matrix between different options

Symbol and color coding used in below matrix is explained here for reference. Matric is considered for two different phases. First for the configuration phase and then for the target SN accessing phase
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	Positive effect on the entity

	o
	Neutral

	-
	Negative impact on entity
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Observation 1: In Option 3, MN sends only the list of Keys KSN to SN and list of SN counter values to UE. If the UE selects an unused SN counter value which corresponds to different KSN than the unused KSN selected at SN. There is no sync between UE and SN that both generate same KSN. 
Observation 2: In Option 1, the number of message flows during the configuration phase and the target SN access phase is quite more. Generating the keys in advance and storing it in SN is not a good practise and how long the keys needsto be stored is not clear.
Observation 3: In Option 1 and Option 2 Alt 1, the UE is having to maintain a connection to MN.
Proposal Considering above two observations 1, 2 and 3, there are more drawbacks with option 1 and 3 as shown in matrix. It is proposed to select the basic principle of Option 2 for normative text and here preferably the Alt 2.

4
Detailed proposal

SA3 is kindly requested to consider above proposal for normative text of TS 33.501 implementing the Option 2 Alt 2. For details, please refer to the draft CR S3-234434 [3].
