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******** First Change ********
[bookmark: _Toc19634848][bookmark: _Toc26875914][bookmark: _Toc35528681][bookmark: _Toc35533442][bookmark: _Toc45028795][bookmark: _Toc45274460][bookmark: _Toc45275047][bookmark: _Toc51168304][bookmark: _Toc137559071]13.2.2.3	Procedure for error detection and handling in SEPP
Errors can occur on an active N32-c connection or on one or more N32-f connections between two SEPPs. 
When an error is detected, the SEPP shall map the error to an appropriate cause code. The SEPP shall create a signalling message to inform the peer SEPP, with cause code as one of its parameters. 
The SEPP shall use the N32-c connection to send the signalling message to the peer SEPP. If the old N32-c connection has been terminated, it uses a new N32-c connection instead. As errors are relevant for the intermediaries, the error message shall also be sent over N32-f to the peer SEPP.
If the error occurred in the processing of the one or more N32-f message(s), the SEPP shall include the corresponding message ID (s), obtained from the metadata section of the N32-f message, as a parameter in the signalling message. This allows the peer SEPP to identify the source  message(s) (HTTP Request or Response) on which the other SEPP found the error.
NOTE:	Local action taken by either SEPP is out of 3GPP scope.
******** Next Change ********
13.2.4.5.2a	Modifications by Roaming Hub
In case a roaming hub needs to originate an application error message, i.e. an error that is directed to an NF other than the SEPP, then clause 13.2.4.5.2 shall also apply with the following addition: If an application error message needs to be sent, the originating roaming hub shall insert an empty reformattedData IE as defined in TS 29.573 [73], Table 6.2.5.2.2-1 for the Request, and Table 6.2.5.2.3-1 for the response, and the patches shall be based on an empty reformattedData DataToIntegrityProtectBlockJSON element.
NOTE: Notifications are considered as described in the paragraph above, as they consist of an HTTP request and an HTTP response.
If an N32-f error message, i.e. an error message that is directed to a SEPP or the other intermediary, is triggered in the roaming hub by a request, the error shall be sent by a response with the appropriate error code and error details. If an N32-f error is triggered by a response,  the mechanism for sending application error messages originated by the roaming hub shall be used, with the encapsulated endpoint being the N32f-error on N32-c.
Editor's Note: Whether it is an empty reformattedData JSON element or an empty DataToIntegrityProtectBlock that is inserted by the Roaming Hub and that the Roaming Hub bases its patches on is ffswill be decided by stage 3.
******** Next Change ********
[bookmark: _Toc19634877][bookmark: _Toc26875943][bookmark: _Toc35528710][bookmark: _Toc35533471][bookmark: _Toc45028824][bookmark: _Toc45274489][bookmark: _Toc45275076][bookmark: _Toc51168333][bookmark: _Toc137559100]13.2.4.7	Message verification by the receiving SEPP
The receiving SEPP shall decrypt the JWE ciphertext using the shared session key and the following parameters obtained from the JWE object – Initialization Vector, Additional Authenticated Data value (clearTextEncapsulatedMessage in  "aad") and JWE Authentication Tag ( "tag").
If the reformattedData IE is not empty, the receiving SEPP shall check the integrity and authenticity of the clearTextEncapsulatedMessage and the encrypted text by verifying the JWE Authentication Tag in the JWE object with the JWE AAD algorithm. The algorithm returns the decrypted plaintext (dataToIntegrityProtectAndCipher) only if the JWE Authentication Tag is correct.
The receiving SEPP refers to the NF API data-type placement mapping table to re-construct the original reformatted message by updating corresponding entries in clearTextEncapsulatedMessage with values in the dataToIntegrityProtectAndCipher array.
The receiving SEPP shall next verify IPX provider updates, if included, by verifying the JWS signatures added by the Roaming Intermediaries. The SEPP shall verify the JWS signature, using the corresponding raw public key or certificate that is contained in the IPX provider’s security information list obtained during parameter exchange in the related N32-c connection setup or, alternatively, has been configured for the particular peer SEPP. If the reformattedData IE is not empty, the receiving SEPP shall then check that the raw public key or certificate of the JWS signature IPX's Identity in the modifiedDataToIntegrityProtect block matches to the IPX provider referred to in the "authorizedIPX ID" field added by the sending SEPP, based on the information given in the IPX provider security information list. If the reformattedData IE is empty, the receiving SEPP shall check that the raw public key or certificate of the JWS signature IPX's identity in the modifiedDataToIntegrityProtect block matches to the adjacent roaming hub in the N32-f security context extracted from the modifiedDataToIntegrityProtect block which is defined in clause 13.2. 4. 5.1, of the first roaming hub.
Editor's Note: Whether an N32-f security context of the roaming hub can be extracted from the modifiedDataToIntegrityProtect is ffsdetermined by stage 3.
The receiving SEPP shall check whether the modifications performed by the Roaming Intermediaries were permitted by the respective modification policies. The receiving SEPP shall use the modification policy of the cIPX obtained during parameter exchange in the related N32-c connection setup, and use the modification policy of pIPX configured within the receiving SEPP.
If this is the case, the receiving SEPP shall apply the patches in the  Operations field in order, perform plausibility checks, and create a new HTTP request according to the "patched" clearTextEncapsulatedMessage.
The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context.
******* End of changes **********
