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************ START OF CHANGES************
[bookmark: _Toc106364509][bookmark: _Toc145420150]6.2	Security for unicast mode 5G ProSe Direct Communication
[bookmark: _Toc106364510][bookmark: _Toc145420151]6.2.1	General
The unicast mode 5G ProSe Direct Communication procedures are described in TS 23.304 [2]. Unicast mode 5G ProSe Direct Communication is used by two UEs that directly exchange traffic for the ProSe applications running between the peer UEs.
PC5 security policy provisioning by 5G DDNMF for unicast mode 5G Prose Direct Communication during the restricted 5G ProSe Direct Discovery procedure is specified in clause 6.1.3.2.
PC5 direct communication security for relay services is specified in clause 6.3.
If the UE receives PC5 security policies from 5G DDNMF as specified in clause 6.1.3.2.2, the UE uses the PC5 security policies from 5G DDNMF to establish PC5 unicast communication security instead of the PC5 security policies provisioned by PCF or pre-configured in UE as defined in TS 23.304 [2].
[bookmark: _Toc106364511][bookmark: _Toc145420152]6.2.2	Security requirements
The initiating UE shall establish a different security context for each peer UE during the PC5 unicast establishment if the security is activated. It shall be possible to establish security context also when either one or both the 5G ProSe-enabled UEs are out of coverage.
The mutual authentication between two 5G ProSe-enabled UEs during PC5 unicast shall be supported.
The PC5 unicast signalling shall support confidentiality protection, integrity protection and anti-replay protection.
The PC5 unicast user plane shall support confidentiality protection, integrity protection and anti-replay protection.
The PCF shall be able to provision the PC5 security policies to the UE per ProSe application during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
NOTE X:	For end UEs communicating via UE-to-UE relay, the security policies used for protection between end UEs and UE-to-UE relay (e.g., hop-by-hop security) and the security policies used for protection between two end UEs (e.g., end-to-end security) may be different. In this case, a hop-by-hop security policy is not always set to REQUIRED as it is possible that protection between end UEs can be achieved by other means that is out of scope of 3GPP (e.g., end-to-end security).
The 5G System shall support means for a secure refresh of the UE security context.
NOTE 1:	The security context refresh may be triggered based on various options (e.g. validity time etc.).
The 5G System should provide means for mitigating trackability attacks on a UE during PC5 unicast communications.
The 5G System should provide means for mitigating link ability attacks on a UE during PC5 unicast communications.
[bookmark: _Hlk149315221]NOTE 2:	The 5G system provides means for mitigating trackability and link ability if security of the connection is activated.
************ END OF CHANGES************

