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1	Decision/action requested
[bookmark: _GoBack]It is requested to endorse the proposals in this document
2	References
[1]	S3-233506 (C1-232696) - LS on Handling of SOR counter and the UE parameter update counter if stored in NVM. 

3	Rationale
CT1 sent an LS on Handling of SOR counter and the UE parameter update counter if stored in NVM. The issue is as follows:If Service n°123 is "available" in EFUST on the USIM, then the KAUSF is stored in EF5GAUTHKEYS on the USIM otherwise the KAUSF is stored in non-volatile memory (NVM) of the ME.
If Service n°123 and Service n°133 are "available" in EFUST on the USIM, then the SOR counter and the UE parameter update counter are stored in EF5GAUTHKEYS on the USIM otherwise the SOR counter and the UE parameter update counter are stored in NVM of the ME. 
If the KAUSF is stored on the USIM and the SOR counter and the UE parameter update counter are not present on the USIM, then the SOR counter and the UE parameter update counter stored in NVM are considered as valid after power up, if the SUPI stored in NVM of the ME is equal to the SUPI of the inserted USIM. 
However, the USIM could have been used in a different ME-2 in the meantime and a new authentication could have been triggered in the ME-2. In this case if the USIM is re-inserted in ME-1, ME-1 would apply the outdated previously stored counters, i.e., the counters stored in the NVM of ME-1 related to the previous KAUSF might be higher than the counters used in the context of the new KAUSF. In consequence new SOR messages would be ignored due to outdated counter values store in NVM of ME-1.



Observation: The aforementioned issue is a corner case, switching of ME may not happen frequently and the counters stored in the NVM of ME-1 related to the previous KAUSF is higher than the counters used in the context of the new KAUSF. Scenario mentioned above will be considered as a replay attack (mounted by the vPLMN) due to mismatch of the counters although there is no such attack. This desync of counter issue will exist till a successful primary authentication is performed. It is an issue only if it a Rel-15 USIM, where Service n°133 is not "available" in EFUST, and it is between the HN (UDM & AUSF) and the UE.
Proposal: As the issue is a corner case, we seek a solution with less impact and to be implementation specific as follows:
Option 1: Primary (re)authentication triggered by UDM 
The UDM can determine the aforementioned issue from the SoR failure and/or UPU pending status and can trigger the primary authentication as specified in clause 6.1.5 in TS 33.501 (Home Network triggered authentication) to resolve it. Once a successful primary authentication is performed, then the UDM can initiate SoR and/or UPU procedure(s).
Option 2: Primary (re)authentication triggered by AMF
The AMF can be configured to initiate re-authentication, if the AMF determines the change in PEI (due to switching the USIM from ME-1 to ME-2).
Option 3: UE implementations
3a: If the security check on the SoR information and/or UPU is successful, but the UE need to discard the message due to counters stored in the NVM of ME is higher than the counters received in the message, then the UE can remove the security context and request the network to initiate the authentication by setting the ngKSI with value "111" and send it to the network. Setting the ngKSI with value "111", will result in deleting the SoR or UPU context stored in the NVM and invalidate all the 5G security context stored in the ME/USIM. Upon receiving the ngKSI with value "111", the network will trigger (re)authentication procedure and UE will get a new SoR Counter and UPU Counter based on a new successful primary authentication.
3b. When the ME is powered up, it resets the SoR or UPU counters stored in the NVM to “0”, only if the Service n°133 is not "available" in EFUST. It is not possible for the vAMF to mount targeted replay attack on the UE, as the vAMF is not aware whether the USIM of the inbound roaming UE is Rel-15 or not.  
Option 4: Update the USIM via OTA
Rel-15 USIM with Service n°123 is "available" in EFUST on the USIM can be updated via OTA in order to make “available” the Service n°133 if the network and USIM support OTA capabilities. Then the SoR counter and the UE parameter update counter are stored in EF5GAUTHKEYS on the USIM i.e., both service n°123 and Service n°133 are "available" in EFUST on the USIM.

4	Detailed proposal
SA3 is requested to discuss and consider the above mentioned implementation specific solution options with no/minimum impact. Solution that perform additional computation and checks to address this corner case for every power-on procedure is not acceptable.
Based on the discussion during SA3 offline conference call, it is proposed that the identification of this scenario to be left for implementation and the solution to address this is issue needs to be based on option 3a.

