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	Reason for change:
	This draftCR aims to narrow down the procedure for selective sCG activation agreed in last SA3 meeting. Based on RAN2 progress following ENs are resolved and the procedure is updated accordingly:
Editor’s Note: Further collaborate with RAN2 to decide the specific message for the MN to signal the SN Counter values per SN to UE, and to signal KSN key(s) to SN, respectively.
Editor’s Note: Further collaborate with RAN2 to decide which option (1 or 2 or 3) to use for SN.
Editor’s note: This Annex A.16 is for Derivation of Ksn for DC, SA3 to analyse and decide whether a new dedicated FC value to be defined for selective SCG.
· As updated in RAN2 running CR R2-2309830 for conditional SN change, MN provides the CPAC configurations or subsequest CPAC configurations to the UE in RRC reconfiguration message. Hence, it is proposed to include the SN counter(s) in the CPAC configurations for subsequent evaluation.
· Further, as in Option 1 and 3 of S3-234164, it is not a good security principle to derive bulk of KSN(s) based on the generated SN counters. In addition, there may be a chance that some SN counters remain unused. To avoid such wastage of resource of generation of keys and storage in prior it is suggested to go with Option 2.
· Clause A.16 can be generalized for both Dual connectivity and selective SCG.

Further we can inline security procedure for selective SCG activation as follows:
1. The MN provides to the UE the SN Counter values for each SN, and the UE stores these values along with the CPC.
1. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. The UE changes the SN Counter upon every SN change.
1. UE sends the SN counter used to the MN in RRC reconfiguration complete message.
1. MN derives the KSN using the received SN counter and provides the key to the SN in SN RRC reconfiguration complete message.
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	Add the detailed security mechanism and procedures for selective SCG activation.
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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc137558932][bookmark: _Toc51168167][bookmark: _Toc45274910][bookmark: _Toc45274323][bookmark: _Toc45028658][bookmark: _Toc35533315][bookmark: _Toc35528554][bookmark: _Toc26875803][bookmark: _Toc19634743]6.10.2.X	Security mechanism and procedures for Selective SCG Activation
6.10.2.X.1		General
In the scenario of selective SCG activation, the MN may provide one or several candidate SCG configuration(s) for one or multiple candidate SN(s) to the UE. The UE may select and execute precisely one of these conditional reconfigurations in order to change PSCell based on the measurement results on candidate target PSCells. The conditional reconfiguration for the selected PScell remains valid after the UE selected the target and executed the target cell access procedure. Thus the UE is able to connect to the same SN several times without any further reconfiguration by the network.
6.10.2.X.2		Security context initialisation for selective SCG activation
[bookmark: _GoBack]In order to prevent key-stream reuse when the UE switches back and forth to the same PSCell or the SN, the MN generatesassigns per candaditecandidate SN the sequence of multiple distinct SN Counter values maintained for dual connectivity during the selective SCG activation procedure. Each SN Counter value is unique, and the sequences are non-overlapping. These SN Counter values per SN shall be provided to the UE by the MN. The MN sends RRC Connection Reconfiguration Request containing the configurations for each SN to the UE. The UE shall store these received SN Counter values. The MN shall maintain the largest unassigned SN Counter value in the sequence for KSN calculation for DC as described in subclause 6.10.3.1 of this document or for further assignment for selective SCG activation as described in this subclause. 
When a new AS root key, KNG-RAN, in the associated 5G AS security context is established and the SN Counter is set to ‘0’ as described in subclause 6.10.3.1, the MN assigns new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE shall delete the stored SN Counter values and store the received new SN Counter values.
For the side of each SN:
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context.
Editor’s Note: Further collaborate with RAN2 to decide the specific message for the MN to signal the SN Counter values per SN to UE, and to signal KSN key(s) to SN, respectively.
6.10.2.X.3		Security mechanism for UE to access to target SN
When the UE accesses an SCG of a target SN, either for the first time or for a subsequent time based on the same conditional reconfiguration, the UE shall select the first unused SN counter value in order among the stored ones associated with the target SN. Because all values are distinct, selecting the first unused one ensures that it is not previously used together with the current KgNB. The UE then derives the corresponding KSN using the SN Counter as described in Annex A.16 of this document. The UE shall send the value of the SN counter (used to generate the KSN) to the MN in RRC Connection Reconfiguration complete message. Upon receiving the RRC Connection Reconfiguration complete message from the UE, the MN calculates KSN using the received SN Counter value. The calculated KSN is sent to the target SN from the MN in SN Reconfiguration complete message.
Corresponding to the Option 1 in 6.10.2.X.1: The UE shall inform the MN which SN Counter value it used for KSN derivation when accessing the SCG of the target SN. The MN signals the received SN Counter value to the SN. The SN decides the KSN based on the received SN Counter value.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 1]: When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 2]: When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.
Corresponding to the Option 3 in 6.10.2.X.1: The SN chooses the first unused Ksn key for that UE to establish the security with the UE. 
Editor’s Note: Further collaborate with RAN2 to decide which option (1 or 2 or 3) to use for SN.
* * * * Start of Second change * * * *
[bookmark: _Toc19634933][bookmark: _Toc26876001][bookmark: _Toc35528768][bookmark: _Toc35533529][bookmark: _Toc45028910][bookmark: _Toc45274575][bookmark: _Toc45275162][bookmark: _Toc51168420][bookmark: _Toc137559208]A.16	Derivation of KSN 
This input string is used when the MN and UE derive KSN. The following input parameters shall be used:
-	FC =0x79,
-	P0 = Value of the SN Counter as a non-negative integer,
-	L0 = length of the SN Counter value (i.e. 0x00 0x02).
The input key KEY shall be KeNB when the MN is an ng-eNB and KgNB when the MN is a gNB.
Editor’s note: This Annex A.16 is for Derivation of Ksn for DC, SA3 to analyse and decide whether a new dedicated FC value to be defined for selective SCG.
* * * * End of changes * * * *
