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**** 1st CHANGE ****
[bookmark: _Toc145343303]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
BFCP	Binary Floor Control Protocol
DCSF	Data Channel Signalling Function
DCMF	Data Channel Media Function
DTLS	Datagram Transport Layer Security
DTLS-SRTP	DTLS Extension to Establish Keys for SRTP
e2ae	End-to-access edge 
e2e	End-to-end 
e2DCe	End-to-Data-Channel edge
GW	Gateway
IMS-ALG	IMS Application Level Gateway 
IMS UE	IMS User Equipment
KMS	Key Management Service
MIKEY	Multimedia Internet KEYing
MSRP	Message Session Relay Protocol
NAF	Network Application Function
RTP	Real-time Transport Protocol
SRTP	Secure Real-time Transport Protocol
TEK	Traffic Encryption Key
TGK	TEK Generation Key 
TLS	Transport Layer Security
[bookmark: _Hlk90986343]WebRTC	Web Real-Time Communication

**** 2nd  CHANGE ****
[bookmark: _Toc145343306]4.1.1	General
IMS media plane security for RTP is composed of several  more or less independent key management solutions. DTLS-SRTP is for e2ae media protection. SDES, is for e2ae and for e2e media protection. These solutions relies on the security of the SIP infrastructure and in particular on SIP signalling security. 
The KMS solution is for e2e protection and aims for high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security offered is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 
Irrespectively of key management solution used, SRTP [9] is used as the security protocol to protect RTP based traffic. Specifically, the key(s) provided by this specification are used as the so called SRTP master key. 
TLS is used to protect MSRP based traffic. Key management for e2ae protection of MSRP relies on exchanging certificates and transmission of the fingerprints of these certificates over SDP. E2e protection can be achieved through the same KMS and ticket concept that is used for RTP traffic. The established key is used to setup a TLS-PSK tunnel between the two parties.
IMS media plane security also includes the security of IMS Data Channels (TS 23.228 [3]), which in turn includes two types of architectures, e2DCe (end to Data Channel edge) and e2e. DTLS is used to protect the IMS Data Channel type of traffic. The e2DCe is defined as the path from the IMS UE to the Data Channel Media Function (DCMF). The IMS Data Channel e2e is defined as the path from an IMS UE to another IMS UE or from an IMS UE to an IMS Data Channel Application server.   
Editor´s Note: 	Using the certificate fingerprint mechanism to provide e2e protection is ffs

**** 3rd   CHANGE ****
[bookmark: _Toc145343311]4.1.2.4	Certificate fingerprints based solution for e2DCe DTLS
The key management solution for e2DCe protection of IMS data channel-based media is based on the cipher suites and session keys negotiated via the DTLS handshake between the UE and DCMF/MRF. The DTLS record protocol secures the actual media. Mutual authentication during the DTLS handshake is achieved using certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange between the UE and the DCMF/MRF via the P-CSCF, S-CSCF, IMS AS.
This approach is specified in RFC 8841 [48] and RFC 8842 [49], where "UDP/DTLS/SCTP" is used as the protocol identifier in the m-line of the SDP, "a=fingerprint" attribute is used to provide the fingerprint of the certificate, and "a=tls-id" provides the DTLS instance identification to handle DTLS restart scenarios.
DTLS profile considerations discussed in annex M of this specification shall be followed to support IMS media plane security.
**** 4th   CHANGE ****
[bookmark: _Toc145343314]4.2.1	General
This clause describes the impact of IMS media plane security on the IMS architecture.  Five cases need to be distinguished. The IMS UEs are impacted in all five cases. The network impact varies with the cases.
1. 	E2ae security: here the P-CSCF (IMS-ALG), the IMS Access GW, and the Iq interface between them are impacted.
2. 	E2e security using SDES: minor impact on the network infrastructure (see TS 29.162 [20] for details).
3.	E2e security using KMS: here, the network infrastructure needs to be enhanced with a Key Management Server, which, in turn, relies on a GBA [6] infrastructure, or an infrastructure to provide corresponding services, to be in place. Otherwise, there is minor impact on the network infrastructure (see TS 29.162 [20] for details). 
4.	E2DCe IMS Data Channel media plane security: The P-CSCF as well as other network functions such as S-CSCF, IMS AS, and the related interfaces Mw, ISC, DC2 are impacted. The IMS Data Channel media plane security is established between the UE and DCMF/MRF.
5.	E2e IMS Data Channel media plane security: The IMS Data Channel media plane security is established between two UEs or between a UE and a Data Channel Application Server.
A pre-requisite for support of e2e security is that media packets are forwarded transparently by any nodes present in the media path (SRTP packets in case of secure RTP, TLS packets in case of secure MSRP, and DTLS packets carrying SCTP in case of IMS Data Channel). This implies that transcoding of RTP streams is no longer possible.
These prerequisites apply irrespective of whether the SRTP session was established by means of SDES or KMS. 
NOTE:	The lawful interception architecture is outside the scope of this TS.
**** 5th   CHANGE ****
[bookmark: _Toc145343318]4.2.5	E2DCe security
For e2DCe security, and for IMS Data Channels that terminate in the DCMF/MRF, the IMS Access GW is not needed in the media path for security purposes.
The interface between IMS AS and the Data Channel Media Function (DC2) or MRF (Mr’/Cr) needs to be able to transport parameters related to the management of DTLS cryptographic contexts. There is no impact on other parts of the network infrastructure. This is depicted in Figure 4.2.5-1. Details can be found in clauses 6.2.4, 7.2.4 and 7.3.3.

**** 6th   CHANGE ****

[bookmark: _Toc145343336]5.5.6	Security properties for e2DCe protection using DTLS
Based on secure mutual authentication leveraged by the integrity protection of the SIP signalling messages (see clause 5.4.4), DTLS provides secure derivation of session keys to protect the media. 
In addition to SIP signalling security, also the Mw, ISC interfaces for signalling between the P-CSCF (IMS-ALG), and the media node terminating the IMS Data Channel towards the UE, i.e. the DCMF/MRF, needs to be secured. Also, the DC2 or Mr’/Cr interface for signalling between the IMS AS and the Data Channel Media Function or MRF, respectively, needs to be secured, see clause 6.2.4.
DTLS profile considerations discussed in annex M of this specification may be followed to support IMS media plane security.
**** 7th   CHANGE ****
[bookmark: _Toc145343362]6.2.4.1	Endpoints for e2DCe protection 
For IMS Data Channel traffic terminated by the DCMF/MRF, the DCMF/MRF shall send DTLS-protected SCTP packets to and accept DTLS-protected SCTP packets from the served UE as requested by the P-CSCF (IMS AS). 
For the definition of the Data Channel Media Function/MRF cf. TS 23.228 [3].
**** 8th   CHANGE ****
[bookmark: _Toc145343365]6.2.4.3.1	Functional extension of the Mw, ISC, and Mr’/Cr or DC2 interfaces for e2Dce protection for IMS data channel
For each IMS data channel media stream to be set-up with e2DCe security the P-CSCF shall send the certificate fingerprint received from the IMS UE over the Mw interface to the S-CSCF in a way that the S-CSCF is able to uniquely associate the fingerprint with a media stream. For IMS data channel media streams to be set-up with e2DCe security, the S-CSCF and IMS AS shall send the certificate fingerprint received from the IMS UE over the DC2 or Mr’/Cr or DC2 interface, respectively, to the DCMF/MRF in a way that the DCMF/MRF is able to uniquely associate the fingerprint with a media stream.
For each IMS data channel media stream to be set-up with e2DCe security the DCMF/MRF shall send the fingerprint of its certificate over the Mr’/Cr or DC2 interface to the S-CSCF in a way that the S-CSCF is able to uniquely associate the fingerprint with a media stream. For each IMS data channel media stream to be set-up with e2DCe security S-CSCF shall send the fingerprint of the DCMF/MRF certificate over the Mw interface to the P-CSCF in a way that the P-CSCF  is able to uniquely associate the fingerprint with a media stream.
For protection of session-based messaging traffic and IMS data channel traffic, the DCMF/MRF shall, upon reception of a certificate fingerprint, use the certificate fingerprint (as described in RFC 8841 [48]) to verify the establishment of the DTLS session to belong to the served user. When the DTLS session has been established, the DCMF/MRF shall be prepared to convert unprotected SCTP packets to protected SCTP packets and vice versa and send the packets to the UE or receive them from the UE, as described in clause 7.
The integrity of the fingerprints sent over the Mw and Mr’/Cr or DC2 interfaces is required. The Mw and Mr’/Cr or DC2 interfaces shall be protected by NDS/IP [5]. If cryptographic protection is applied to the Mw and Mr’/Cr or DC2 interfaces then integrity protection shall be used.
NOTE: 	If the P-CSCF (IMS-ALG), S-CSCF and DCMF/MRF are located in the same security domain then cryptographic protection is not mandated by NDS/IP. From TS 33.210 [5]: "The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation." 

**** 9th   CHANGE ****
[bookmark: _Toc145343375]7.2.4	IMS UE originating procedures for e2DCe
Figure 7.2.4-1 shows the originating session set-up procedures for one or more media stream(s) using e2DCe security. 




Figure 7.2.4-1: Originating call flow for e2DCe using DCMF/MRF case
The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2DCe security for IMS data channel during registration, then the IMS UE shall request e2DCe security for IMS data channel media streams to be established as described in this clause, unless the IMS UE initiates a procedure for e2e security for an IMS data channel media stream.
The originating procedures for establishing IMS data channels with e2e security are described in clause 7.2.5 of this specification. The IMS UE may learn of a preference for e2e security for a particular session or media stream by explicit user action via the user interface or by the security policy implemented on the IMS UE.
The procedure in the above figure for requesting e2DCe security for a media stream is now described step-by-step.
1.	IMS UE A sends an SDP Offer for a media stream containing cryptographic information, together with an indication "e2DCe-security for IMS data channel requested by UE", to the P-CSCF (IMS AS). 
	For e2DCe protection of IMS data channel the cryptographic information contained in the SDP Offer consists of the fingerprint of the certificate of IMS UE and the tls-id attribute, in accordance with RFC 8841 [48].
2.	For each media stream that uses transport "UDP/DTLS/SCTP", the P-CSCF (IMS-ALG) checks for the presence of the indication "e2DCe-security for IMS data channel requested by UE".
	If the indication is present and the P-CSCF (IMS-ALG) indicated support of e2DCe-security for IMS data channel during registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the IMS Access GW and Data Channel Media Function/MRF in the media path and proceeds as specified in this clause. If the indication is not present for an IMS data channel media stream, the P-CSCF (IMS-ALG) proceeds for this media stream as described in clause 7.2.5 of the present specification.	
NOTE 1: 	The inclusion of the IMS Access GW and Data Channel Media Function /MRF in the media path is needed for the purposes of e2DCe security even if it was not needed otherwise. 
NOTE 2:	If an indication for e2DCe security for a media stream is present in an SDP offer but the support for e2DCe security for the respective protocol was not successfully established during registration then this is an error case.
3.	The IMS AS sends the SDP offer towards the S-CSCF . 
4.	For e2DCe protection of IMS Data Channel, the S-CSCF stores the received fingerprint of the IMS UE A certificate, performs the required procedures according to TS 23.228 [3], and forwards the SDP Offer to the terminating network.
5.	The S-CSCF receives the SDP Answer from the terminating network.
6.	The S-CSCF sends the SDP answer towards the IMS AS. 
7.	The IMS AS and the Data Channel Media Function/MRF exchange the cryptographic information. 
	For e2DCe protection of IMS Data Channel the cryptographic information communicated by the IMS AS to the Data Channel Media Function/MRF consists of the fingerprint of the UE's certificate and tls-id in accordance with RFC 8841 [48]. The IMS AS instructs the Data Channel Media Function/MRF to verify during the subsequent DTLS handshake with the IMS UE (see step 10) that the fingerprint of the certificate passed by the IMS UE during this DTLS handshake matches the fingerprint passed by the IMS AS to the Data Channel Media Function/MRF. In turn, the Data Channel Media Function/MRF communicates the fingerprint of the certificate it is going to use for setting up protection for this media stream to the IMS AS.
8.	The S-CSCF forwards the SDP Answer to the P-CSCF (IMS-ALG).
9.	The P-CSCF (IMS-ALG) sends the SDP Answer to the IMS UE A. After receiving this message, IMS UE A completes the media security setup. 
NOTE 3:	The IMS UE can deduce that e2DCe security is used from two facts: first, that the P-CSCF (IMS-ALG) indicated its support for e2DCe security during registration, and second, that the IMS UE requested e2DCe-security in the SDP Offer.
10.	In case of IMS data channel, when the full session setup has been completed, the DTLS connection shall be established between the IMS UE and the Data Channel Media Function/MRF. When subsequently media are sent from or to the IMS UE, the UE and the Data Channel Media Function/MRF perform the required DTLS specific cryptographic operations on the media.
**** 10th   CHANGE ****
[bookmark: _Toc145343454]N.3.1	General
This clause describes how end-to-access-edge (e2ae) and end-to-end (e2e) security is achieved for WebRTC Data Channels (see IETF RFC 8831 [50], IETF RFC 8841 [48], and IETF RFC 8864 [51]). In addition the end-to-DC-edge (e2DCe) security is specified. The end-to-DC-edge (e2DCe) is defined to be the path between the UE and DCMF.
WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity (see IETF RFC 8831 [50]). The application protocol which runs on top of the WebRTC Data Channel is not specified and the JavaScript is free to implement any protocol it requires.
The application protocols that a WebRTC IMS Client may need to support are MSRP, BFCP, T.140, and T.38. A DCMTSI IMS Client [35] also supports the unspecified application protocol approach used by WebRTC Data Channel with, for example, a related web page and JavaScript handling the needed transmission and protocol format actions.
Figure N.3.1-1 shows the common protocol stack and the required protocol translation for a WebRTC IMS Client, where the WebRTC Data Channel stack is not used in IMS core network or towards the peer. The transport protocol that the IMS-AGW applies on the remote side (marked X in the figure) depends on the application protocol. For MSRP and BFCP X=TCP, for T.140 X=RTP/UDP, and for T.38 X=UDPTL/UDP. In general, the IMS-AGW will forward the application protocol messages transparently. The only exception is MSRP messages which contain IP address information and therefore needs to be re-written by the IMS-AGW. This can however be avoided if both endpoint support the MSRP CEMA extension [24].
T.140 (real-time text) and T.38 (fax) are included here for sake of completeness. These are legacy protocols and are not expected to be commonly used.
Editor’s Note: The final list of supported application protocols (e.g., MSRP, BFCP, T.140, and T.38) is to be decided by CT groups.

Figure N.3.1-1: Protocol stack for WebRTC IMS Client (WIC) Data Channels
Figures N.3.1-2 and N.3.1-3 are based on TS 23.228 [3] and show two examples of the protocol stack used by DCMTSI [35] Clients. Figure N3.1-2 shows a protocol stack for the HTTP proxy configuration mode for the Bootstrap Data Channel or Application Data Channel in case DCMF is anchoring DTLS.





[bookmark: _Hlk134616601]Figure N.3.1-2: Protocol stack for IMS bootstrap data channels (TS 23.228[3])
Figure N.3.1-3 shows protocol stack for the UDP proxy configuration mode for the Application Data Channel case, providing a Person2Application/Application2Person/Person2Person Data Channel Application.




Figure N.3.1-3: Protocol stack for P2P/P2A/A2P IMS application data channels without DCMF (TS 23.228[3])

**** 11th   CHANGE ****
[bookmark: _Toc145343456]N.3.3	e2DCe security for IMS data channels
For DCMTSI clients using IMS data channel media, e2DCe security is achieved by anchoring DTLS in Data Channel Media Function (DCMF) while IMS Access GW is anchoring UDP but transparently letting through layers above UDP, to avoid unnecessary DTLS decryption/encryption operations, but otherwise handling certificates and fingerprints as above. See Figure N.3.1-2.
For IMS data channel (DCMTSI) clients, both e2DCe and e2e security shall be supported for IMS data channels and e2DCe security support may be included in SDP offers and answers.
**** END OF CHANGES ****
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