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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	X
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	860017
	3GPP profiles for cryptographic algorithms and security protocols
	Work Item in Release 16

	910024
	Enhancements of 3GPP profiles for cryptographic algorithms and security protocols
	Work Item in Release 17



Dependency on non-3GPP (draft) specification:
Internet draft draft-ietf-tsvwg-dtls-over-sctp-bis: "Datagram Transport Layer Security (DTLS) over Stream Control Transmission Protocol (SCTP)"
Internet draft draft-westerlund-tsvwg-sctp-crypto-dtls: " Datagram Transport Layer Security (DTLS) in the Stream Control Transmission Protocol (SCTP) CRYPTO Chunk"
3	Justification
3GPP specifications use several security protocols from other standards bodies, for example IPsec (IKEv2, ESP), TLS, DTLS, DTLS/SCTP, DTLS-SRTP, EAP-TLS, EAP-TTLS, SRTP, JOSE, OAuth, ACE, OSCORE, CMP, and Internet X.509, which are standardized by the IETF. For each of these protocols, the 3GPP security protocol profiles specify which version, options, extensions and cryptographic algorithms to support and use. In addition to updates from IETF, attacks and recommendations on how to use these protocols are published by academia and other organizations. The 3GPP security protocol profiles need to be regularly updated to stay up to date and remain secure. 
Some of the recent progresses in crypto standard bodies can be summarized as follows, which might be considered by SA3.
· DTLS 1.3 was published as RFC 9147 obsoleting DTLS 1.2 and bringing similar security and performance benefits as TLS 1.3. NIST requires support of TLS 1.3 from January 2024 and the IETF is discussing how to deprecate TLS 1.2. IETF has published security recommendations for the use of TLS in RFC 9325. The TLS working group will likely discourage use of _DHE_, psk_ke, and ffdhe2048 partly based on BSI TR-02102-2.
· IETF has published RFC 8773 specifying TLS 1.3 authentication with both Certificates and PSK.
· BSI has published recommendations for IPsec in TR-02102-3 and IETF has published a CNSA compatible profile for IPsec in RFC 9206.
· An update to the HTTP/2 speciation was published as RFC 9113 obsoleting RFC 7540. An update to the https uri scheme specification was published as RFC 9110 obsoleting RFC 2818. HTTP/3 was published as RFC 9114.
· EAP-TLS 1.3 has been published as RFC 9190. 
· QUIC was published as RFC 9000. RFC 9001 and Using TLS to Secure QUIC was published as RFC 9001.
· DNS over HTTPS (DoH) was published as RFC 8484 and DNS over QUIC (DoQ) was published as RFC 9250. 
· NIST has published FIPS 186-5 and SP 800-186 replacing FIPS 186-4.
· RAN3 has discovered that the 16 kB message size limitations of DTLS over SCTP (RFC 6083) will be problematic for the largest message sizes expected in 5G. To mitigate this problem, IETF started working on RFC6083bis (draft-ietf-tsvwg-dtls-over-sctp-bis). In an LS to SA3 (S3-232346), IETF TSVWG has articulated serious vulnerabilities in SCTP-AUTH that make DTLS over SCTP insecure. To mitigate the resulting serious vulnerabilities in DTLS over SCTP, IETF has started work on DTLS in SCTP (draft-westerlund-tsvwg-sctp-crypto-dtls). SA3 has requested IETF TSVWG, in a reply LS (S3-234160), to expedite their decision process for solving these vulnerabilities in DTLS over SCTP. IETF TSVWG envisioned a solution to be available in 2024. 
· The realisation of the importance of privacy has increased in the last decade and padding and dummy packets are now part of most other security protocols such as TLS 1.3, DTLS 1.3, QUIC, and WireGuard and MACsec.
· In GBA, The UE and NAF can authenticate each other in three different mechanisms (Cluse 5.3.1 in TS 24.109): 
a)           Shared key-based UE authentication (HTTP Digest) with certificate-based NAF authentication (TLS);
b)           Shared key-based mutual authentication between UE and NAF (PSK TLS), and;
c)           Certificate based mutual authentication between UE and AS;

The use of TLS 1.3 has been specified for mechanisms b) and c). However, for mechanism a), the use of RFC 8773 has to be specified with right level of details. Because without this Extension RFC, TLS 1.3 cannot be directly used for mechanism a).
NIST has decided to forbid all use of SHA-1. MD5 is much weaker than SHA-1. TS 33.402 describes authentication with EAP MD5-Challenge. TS 33.401 has an example with MD5. TS 33.401 wrongly states that TS 33.310 requires SHA-1, TLS 1.0 and 1024 bit keys. Several other 33-series TS discuss and reference the forbidden to support TLS 1.0 and TLS 1.1. 

4	Objective
Update of cryptographic algorithms and the 3GPP security protocol profiles for security algorithms from other standards bodies (e.g., IETF), thereof where necessary and possible and considering backward compatibility issues, considering at least the following:
	-	Update the usage of (D)TLS, IKEv2, IPSec, HTTP, EAP, SCTP, OAuth, CMP, ACE, X.509 according to other standards bodies’ works, e.g., new IETF works.
	-	Potential removal of restrictions to use traffic flow confidentiality mechanisms in IPsec.
- Update obsolete references from e.g., IETF and NIST.
	-	Allow the use of certificate and PSK authentication in TLS 1.3 when used with GBA.
	-	Update DNS transport security based on other standards bodies’ works.
	-	Remove references to TLS 1.0 and TLS 1.1. Remove examples with MD5 and SHA-1. State that use of MD5 and SHA-1 is not recommended.
It is expected that the WID will be agreed in SA3#113 in November 2023. Once the WID is agreed, companies can bring the relevant CRs to SA3#115 (SA3#114 is cancelled) in February 2024. It is expected that most of the CRs will take at least two meeting cycles, and some of them may take three meeting cycles to reach common understandings and consensus. Therefore, the work is expected to be finished in SA3#117 in August 2024. In addition, one meeting cycle is kept in the buffer, which takes the work to be finished in SA3#118 in October 2024 and SA#106 in December 2024.

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	None
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.127
	Update of cryptographic algorithms and security protocols
	SA#106	Comment by Author: The date has been updated since the last submission. Previously, when submitted to the Rel-19 worshop, the completion date was Mar 2025.
(Dec 2024)
	

	TS 33.203

	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.210
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.222
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.246
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.259
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.303
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.310
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.401
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.402
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.434
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	

	TS 33.501
	Update of cryptographic algorithms and security protocols
	SA#106
(Dec 2024)
	



6	Work item Rapporteur(s)


7	Work item leadership
SA3

8	Aspects that involve other WGs
RAN3 for aspects related to DTLS/SCTP
CT1 for aspects related to IMS

9	Supporting Individual Members
	Supporting IM name

	Ericsson

	

	

	

	

	



