

	
[bookmark: _Hlk134168947]3GPP TSG-SA3 Meeting #113	S3-234696
Chicago, US, 06 - 10 November 2023
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.501
	CR
	1837
	rev
	-
	Current version:
	18.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	



	

	Title:	
	Security for subsequent CPAC

	
	

	Source to WG:
	OPPO

	Source to TSG:
	S3

	
	

	Work item code:
	TEI18
	
	Date:
	2023-10-25

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	 
	

	Reason for change:
	This CR aims to draft the potential details of security of SCPAC.

According to LSs (i.e., R2-2309268 and R2- 2311607) from RAN2 , RAN2 has made the following decisions for the subsequent CPAC:
1. Rel-18 Conditional-Reconfiguration Information element may include
· [bookmark: _Hlk149383225]List of Group-ID (mapping to SN) and associated SK-counter values outside the candidate conditional configurations.
· The Group-ID parameter is included within each candidate conditional configuration(CondConfigAddMod) marked for subsequent CPAC.
2. UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of SCPAC execution.

Hence, SA3 should update the security for the SCPAC accordingly.
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[bookmark: _Toc517082226]* * * * Start of change * * * *
[bookmark: _GoBack]6.10.2.X	Security mechanism and procedures for subsequent CPAC 
6.10.2.X.1		General
In the scenario of subsequent CPAC, the MN may provide one or several candidate SCG configuration(s) for one or multiple candidate SN(s) to the UE. The UE may select and execute precisely one of these conditional reconfigurations in order to change PSCell based on the measurement results on candidate target PSCells. The conditional reconfiguration for the selected PScell remains valid after the UE selected the target and executed the target cell access procedure. Thus the UE is able to connect to the same SN several times without any further reconfiguration by the network.
6.10.2.X.2		Security context initialisation for subsequent CPAC
In order to prevent key-stream reuse when the UE switches back and forth to the same PSCell or the SN, the MN generates per candadite SN the sequence of multiple distinct SN Counter values during the SCPAC procedure. Each SN Counter value is unique, and the sequences are non-overlapping. The list of Group-ID and associated SN Counter values per SN shall be provided to the UE by the MN. The UE shall store these values. 
After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values along with the list of Group-ID are sent to the UE from the MN. The Group ID parameter is included within each candidate conditional configuration to map the SN. The MN does not need to store the SN Counter values for each SNs after sending them.
6.10.2.X.3		Security mechanism for UE to access to target SN
When the UE accesses an SCG of a target SN, either for the first time or for a subsequent time based on the same conditional reconfiguration, the UE shall select the first unused SN counter value in order among the stored ones associated with the target SN. Because all values are distinct, selecting the first unused one ensures that it is not previously used together with the current KgNB. The UE then derives the corresponding KSN using the SN Counter as described in Annex A.16.
When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE contained in the MN RRC Reconfiguration Complete message. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
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