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1
Decision/action requested

This contribution is proposed to analyse the issue about A-KID update in AAnF after UDM performs UPU.
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References
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3
Rationale

According to 3GPP TS 33.501, the UDM can perform UE Parameters Update (UPU) procedure to update UE’s routing indicator (RID). Then the UE will generate a new A-KID according to the updated RID and use the new A-KID in the AKMA session with the AF. However, the A-KID in AAnF and AF is generated by the old RID if UDM doesn’t trigger the home network triggered primary authentication after performing UPU. The inconsistency of A-KID will lead to a failure in AKMA service. Therefore, mechanism is needed to remove the old AKMA context in the AAnF and update the A-KID in AAnF and AF.

Three schemes are proposed for reference.

Scheme 1: The UDM requests the AAnF to remove AKMA context.
After UPU, the UDM discovers the AAnF of the UE and sends a Naanf_AKMA_Context_Remove request to AAnF to remove AKMA context for the UE. And then, the AAnF sends notifications to the AF about AKMA Context removal and AAnF deletes AKMA Context from its local database.

When the UE decides to initiate communication with the AKMA AF, the AAnF should send an authentication request message to the UDM because of the lack of AKMA context. Then the UDM starts the home network triggered primary authentication procedure. After the primary authentication, AAnF can achieve the new A-KID which is consistent with the one in the UE. 

Evaluation 1: New procedure is required because the AAnF needs to send a notification to the AF about AKMA Context removal. During the initiating of AKMA service, AF will send a request to the UE for its ID since the AF does not have an active context associated with the A-KID. In this way, UE is also impacted.
Scheme 2: The UDM actively initiates primary authentication procedure to update AKMA context.
After UPU, the UDM directly triggered the home network triggered primary authentication procedure. In this way, AKMA context is automatically re-keyed.

Evaluation 2: If AKMA service is subscribed, the UDM needs to initiate primary authentication after the UPU. Minor change is made to normal procedure, and home network triggered authentication procedure is reused.
Scheme 3:The UE triggers authentication procedure to update AKMA context.
In the UPU procedure, the UDM sets the value of ngKSI to “111” and sends it to UE. And then, due to the invalid KAUSF/KAMF indicated by the value of ngKSI, the UE initiates (re)authentication procedure to get a new KAUSF/KAMF . Upon a successful primary authentication, AKMA context is automatically re-keyed.

Evaluation 3: The UE is impacted since it changes the value of ngKSI after the UPU procedure.
4
Detailed proposal

Mechanism is needed to remove the old AKMA context in the AAnF and update the A-KID in AAnF and AF. Scheme 2 is endorsed due to the minor change to normal procedure. A mini-WID S3-234691 is proposed and details are specified in the CR S3-234589, and SA3 is kindly requested to agree.
