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Decision/action requested

Endorse the proposal and approve the corresponding CR Based on the observations in this contribution
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3GPP TS 23.288: " Architecture enhancements for 5G System (5GS) to support network data analytics services ".
3
Rationale
Clause 5.3 TS 23.288 specifies the procedures of federated learning among multiple NWDAFs. It was defined in 5GC in order to addressing critical issues such as data privacy, data security, data access rights.
“Federated learning among multiple NWDAFs is a machine learning technique in core network that trains an ML Model across multiple decentralized entities holding local data set, without exchanging/sharing local data set. This approach stands in contrast to traditional centralized machine learning techniques where all the local datasets are uploaded to one server, thus allowing to address critical issues such as data privacy, data security, data access rights.”

“The NWDAF containing MTLF further determines whether the ML model should be trained via FL mechanism based on Analytic ID, Service Area/DNAI or data can not be obtained directly from data producer NF (e.g. due to data privacy, data security).”
Observation1： Federated learning mechanism is introduced in 5GC to address key issues such as data privacy, data security, and data access rights.
NWDAF can collect data from multiple data source including service area, NF type of data source and NF set ID of data source. Although NWDAF Serving Area information which the NWDAF can provide data. Because NWDAF cannot generate any data by itself, NWDAF must collect data of service area and then can provide data.
“-
NWDAF Serving Area information, i.e. list of TAIs for which the NWDAF can provide analytics, trained ML models and/or data; for each item of this list, a weight may be defined in the NWDAF NF profile to indicate the priority of the NWDAF to cover the TA.
-
NF type(s) of the data source(s) where data can be collected as input for local model training.
-
NF Set ID(s) of the data source(s) where data can be collected as input for local model training.”
CT defines the meaning of absence of IEs: 

	servingNfTypeList
	array(NFType)
	O
	1..N
	If present, this IE shall contain the list of NF type(s) from which the NWDAF NF can collect data. The absence of this attribute indicates that the NWDAF can collect data from any NF type.

	servingNfSetIdList
	array(NfSetId)
	O
	1..N
	If present, this IE shall contain the list of NF Set Id(s) from which the NWDAF NF can collect data. The absence of this attribute indicates that the NWDAF can collect data from any NF Set.

	taiList
	array(Tai)
	O
	1..N
	The list of TAIs the NWDAF can serve. It may contain one or more non-3GPP access TAIs. The absence of this attribute and the taiRangeList attribute indicate that the NWDAF can be selected for any TAI in the serving network.


Considering the following case:
	
	Service Area
	NF type of Data Source
	AMF1
Service Area1
	AMF2
Service Area 1,2

	NWDAF1
	Absence
	AMF
	?
	?

	NWDAF2
	1
	AMF
	yes
	?

	NWDAF3
	1
	Absence
	yes
	?


yes, indicates the NWDAF can collect data from it.
· For NWDAF1, the service area is absence. Which area of data NWDAF1 can collect data from AMF1 or AMF2 ?
· For NWDAF2, can NWDAF2 collect data of area2 from AMF2? If yes, how the NRF knows the NWDAF2 can provide data of area2 when NF consumer query data source of area2?
· For NWDAF3, the absence of NF type means that it can collect any data from any NF type. However, can it collect data of area2 from AMF2 when its service area is 1?
Observation2： The relationship of Service Area and NF type/NF set ID of data source for NWDAF is unclear. 

Both FL client and FL server NWDAF using the same service defined in TS 23.288[1], NWDAF may act as a data consumer to collect data from data sources. In FL, the FL client NWDAF collect data as local data set from its own data source (NFp1). If the data come from data source cannot share with others (including FL server NWDAF), how to prevent the FL server NWDAF collecting the data directly from data source?
 “FL client NWDAF:
-
locally trains ML model that tasked by the FL server NWDAF with the available local data set, which includes the data that is not allowed to share with others due to e.g. data privacy, data security, data access rights.”
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Observation3： There is a data which the FL client NWDAF can collect from data source, while the FL server cannot. And the data source cannot check whether the NFc is authorized to retrieve data which is not allowed to share with others.
Proposal1: It is recommended that NWDAF can collect data within its service area from NF type of data source or NF set ID of the data source.
4
Conclusion and Proposal
Observation1：Federated learning mechanism is introduced in 5GC to address key issues such as data privacy, data security, and data access rights.
Observation2：The relationship of Service Area and NF type/NF set ID of data source for NWDAF is unclear. 
Observation3:  There is a data which the FL client NWDAF can collect from data source, while the FL server cannot.

Proposal1: It is recommended that NWDAF can collect data within its service area from NF type of data source or NF set ID of the data source.
