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Decision/action requested

Endorse the discussion paper based on the observations in this contribution
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Rationale
According to recent research [2 and 3], on some commercial MLaaS (Machine Learning as a Service), attackers can steal privacy information such as model structures, model parameters, and hyperparameters through Model inference data. The value of model theft is that once an attacker obtains information such as the functions and distribution of the target model, the attacker can avoid the charging of the target model by training a similar model of target model, or use the information as a service or gain benefits, or even launch white-box attacks on the target model based on the stolen model. 
Observation1：The model information, such as model structures and model parameters, may be disclosed through model related data (including input data, prediction and the ground truth data at the time which the prediction refers to).
Clause 6.2B.2 TS 23.288 specifies the procedures of DataSetTag which is used to identify the data set. In general，the data in 5GC can be classify into two types, the one is Model related data which is used in AIML, the other one is not.
“DataSetTag and ADRF ID if available: indicates the inference data (including input data, prediction and the ground truth data at the time which the prediction refers to) stored in ADRF which can be used by MTLF to retrain or reprovision of the ML model.

The DataSetTag attribute is defined in Table 6.2B-1. Data records can be associated to multiple DataSetTag attributes.”
Table 6.2B-1: DataSetTag attribute

	Information
	Description

	DataSetTag
	Identifies the data set.

	Dataset Description
	Provides human-readable information about the characteristics of the data set.


SA2 has defined the procedure for monitoring the accuracy of the provisioned ML model using newly collected data, as described in Clause 6.2E.2. NWDAF containing AnLF may provide inference data to NWDAF containing MTLF for model accuracy monitoring and the NWDAF containing MTLF determines retraining or re-provisioning of the ML model.
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“Step2, NWDAF containing AnLF may include a DataSetTag (see clause 6.2B.1) and/or ADRF ID, which is used to store and fetch the inference data (including input data, prediction and the ground truth data at the time which the prediction refers to) from ADRF which are relevant for the accuracy monitoring and re-training/re-provisioning of ML model.

Step8, When ADRF ID and/or DataSetTag is given by step 2, the NWDAF containing MTLF may retrieve historical data from the ADRF indicated by the NWDAF containing AnLF at step 2. by invoking Nadrf_DataManagementRetrievalRequest or Nadrf_DataManagementRetrieval_Subscribe service operation.”
Observation2：SA2 has defined procedure for monitoring the accuracy of the provisioned ML model. And DataSetTag is used to store and fetch the inference data (including input data, prediction and the ground truth data at the time which the prediction refers to) from ADRF which are relevant for the accuracy monitoring and re-training/re-provisioning of ML model.
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It is not defined how ADRF check whether the NFc (e.g. NWDAF) of the DataSetTag is authorized to obtain the corresponding data. An unauthorized or misused attacker NWDAF could request to the ADRF and retrieve the Model related data. For example, a misused or attacker NWDAF could send the Nadrf_DataManagement_RetrievalRequest to retrieve the data through providing a DataSetTag constructed by itself, or just even traverse or guess, and then it can steal the model related information (such as model structures, model parameters, and hyperparameters) through the various stealing methods [2 and 3]. 
Observation3：SA3 does not consider security of the DataSetTag when it is used to store and fetch inference data in the procedure for monitoring the accuracy of the provisioned ML model.
Clause X.10 in TS33.501, the detailed procedure for secured and authorized AI/ML model sharing between different vendors has been defined. An allowed NFc list is used to prevent unauthorized NFc retrieving the Model. ADRF shall check whether the NFc ID is in the allowed NFc list of the Model. If the verification is successful, the ADRF may send the Model identified by the Model ID to the NFc. 
Observation4：SA3 has already studied the procedure for model protection.
Both NWDAF and ADRF are participants in the data and model-related procedure, and both data and models can be stored in ADRF by NWDAF. The Model and Model related data are identified by unique ID. More importantly, the motivation of protecting model and model related data is to protect model from unauthorized NF consumer. The details of the procedure for model related data protection is following in figure x:
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Figure x. The proceudre for model related data protection
Comparing with the procedure for model protection, there are only three new steps may need to add(step x,y,z colour by red). 

ADRF authenticates the NF Service Consumer and verifies the access token (token2) as specified in the clause 13.4.1.1.2. ADRF verifies also the NF Service Consumer’s NF ID is included in the allowed NF instance list for the ML model and/or is same as the NF ID of the MTLF that stored the model. If verification is successful, ADRF sends Nadrf_MLModelManagement_Retrieval  Response to the NF Service Consumer, which contains the address of the stored model in ADRF.

ADRF verifies also the NF Service Consumer’s NF ID is included in the allowed NF instance list for the ML related data identified by DataSetTag  and/or is same as the NF ID of the AnLF that stored the Data. If verification is successful, ADRF sends Nadrf_DataManagement_Retrieval  Response to the NF Service Consumer.
Observation5：There are many similarities between model and model related data. 
Considering that the security of model related data directly affects the security of the model, it is strongly recommended that SA3 solve the security issue of model related data in R18. Otherwise, the model in R18 has serious security threats. Since the data and models are similar in many ways, it is proposed to reused the procedure of model authorization to protect the model related data identified by DataSetTag as much as possible.
Proposal1: It is strongly recommended that SA3 solve the security issue of model related data identified by the DatasetTag in R18. The procedures of model authorization could be reused as much as possible to protect the model related dataset identified by the DataSetTag.
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Conclusion and Proposal
Observation1：The model information, such as model structures and model parameters, may be disclosed through model related data (including input data, prediction and the ground truth data at the time which the prediction refers to).
Observation2:  SA2 has defined procedure for monitoring the accuracy of the provisioned ML model. And DataSetTag is used to store and fetch the inference data (including input data, prediction and the ground truth data at the time which the prediction refers to) from ADRF which are relevant for the accuracy monitoring and re-training/re-provisioning of ML model.
Observation3：SA3 does not consider security of the DataSetTag when it is used to store and fetch inference data in the procedure for monitoring the accuracy of the provisioned ML model. 
Observation4:  SA3 has already studied the procedure for model protection.
Observation5：There are many similarities between model and model related data. 
Proposal1: It is strongly recommended that SA3 solve the security issue of model related data identified by the DatasetTag in R18. The procedures of model authorization could be reused as much as possible to protect the model related dataset identified by the DataSetTag
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