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1
Decision/action requested

This contribution proposes answer to CT1 LS on Handling of SOR counter and the UE parameter update counter if stored in NVM.
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3
Rationale

This contribution provides an analysis of the problem described in CT1 LS on Handling of SOR counter and the UE parameter update counter if stored in NVM [1]; and proposes a way to decrease the risk to encounter this problem. 

Handling in the USIM of the key KAUSF, the SoR counter, and UE parameter update counter. 

The handling in the USIM of the key KAUSF, the key KSEAF, the SoR counter, and UE parameter update counter is specified in TS 31.102 [2]. Those keys and counters are stored in the file named EF5GAUTHKEYS.

Service n°123 for the storage of the key KAUSF was specified in Rel-15, while the Service n°133 to store SoR counter and UE parameter update counter was introduced in Rel-16. Consequently, from Rel-16 and beyond, the clause 4.4.11.6 in TS 31.102 related to the file EF5GAUTHKEYS also covers the scenario where the Service n°133 may not be "available" in EFUST with the sole objective to ensure backward compatibility with Rel-15. In terms of services, the Service n°133 goes hand in hand with Service n°123 in USIM from Rel-16 and beyond to avoid synchronization issue, e.g. as described in the LS from CT1 [1].

When configuring Rel-16 and beyond USIM, if operator requests to have Service n°123 "available" in the EFUST, then the recommendation is to also have Service n°133 "available" in the EFUST. So, the problem described in LS from CT1 [1] should not take place on the field for USIM from Rel-16 and beyond. 

For Rel-15 USIM on the field with Service n°123 available, a way to solve the issue is to update by OTA (Over- The-Air) the USIM in order to make "available" the Service n°133 with associated counters in the file EF5GAUTHKEYS. This update of the Rel-15 USIM solves the issue without any impact on the ME. A USIM can be updated by OTA if it has been issued with the adequate OTA capabilities, which is the case for large majority of operators.  
Conclusion
The recommendations mentioned above could apply in addition to a possible solution discussed during SA3 conference call on SoR counter and UPU counter in NVM, which took place on 11th of October 2023. Those recommendations would decrease 
· the risk to encounter the problem identified by CT1 
· the risk to consider the security context stored in the UE as invalid.  
Reminder: during SA3 conference call on SoR counter and UPU counter in NVM, which took place on 11th of October 2023, it was concluded that a possible solution could be to consider the security context in the UE as invalid in case that KAUSF is retrieved from USIM, but UPU/SoR counter is from ME NVM.

4
Detailed proposal

It is proposed that SA3 sends in its Reply LS to CT1 the following information: 

"Actions to decrease the risk to encounter the problem identified by CT1 are:
· When configuring Rel-16 and beyond USIM, if operator requests to have Service n°123 "available" in the EFUST, then the recommendation is to also have Service n°133 "available" in the EFUST. So, the problem described in LS from CT1 [1] should not take place on the field for USIM from Rel-16 and beyond. 
· For Rel-15 USIM on the field with Service n°123 available, a way to solve the issue is to update by OTA (Over- The-Air) the USIM in order to make "available" the Service n°133 with associated counters in the file EF5GAUTHKEYS. This update of the Rel-15 USIM solves the issue without any impact on the ME. A USIM can be updated by OTA if it has been issued with the adequate OTA capabilities."

