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1
Decision/action requested

This contribution contains the agreed agenda and the notes for the conference call on the topic of storage of UPU and SoR counters in NVM.
2
Meeting information
Topic: On the storage issue of UPU and SoR counters in NVM as described in CT1 LS S3‑233506
Date and time: date and time

Chair: Noamen Ben Henda (Huawei) chairs the call and takes notes.

3
Agenda and notes
Six input documents have been provided for the call. It is proposed to present and discuss each of them separately in the order they were distributed to the reflector as listed in the table below. Informal agreements, action points or any other form of output, if any, is captured in the conclusion clause.

	Discussion item
	Notes

	Opening
	Meeting opened at 13:00 UTC. 

Agenda agreed

	Topic 1 [Nokia proposal]

· Draft_S3-23xxx discussion
	[Nokia] presents
[Ericsson] last solution was not brought to previous SA3 meeting but this is still based on previous solutionis

[Qualcomm] on OTA based solution this depends on deployment since it is optional. We cannot rely on that

[Apple] agrees with Qualcomm

	Topic 2 [Thales proposal]
· S3-234063 discussion

· S3-234066 reply LS
	[Thales] presents and highlights problem exists only for Rel-15. For Rel-16 we can have additional clarification in CT6 spec
[Apple] agrees with first bullet and highlights OTA is optional

[Qualcomm] in relation to first bullet, there is no such requirement on coexistence of both services in the spec

[Thales] correct, there is no such requirement but we could add it

[Qualcomm] then there might be issues even for Rel-16

[Huawei] both SoR and UPU are optional and since this is a rare case why do we need to address it

[Qualcomm] only for network, for UE they are mandatory to support 

[Nokia] this a problem in the specification so we should solve it irrespective of deployment

[Apple] agrees with the Nokia

[Samsung] provides a reference on dependency between services in reply to Qualcomm observation on first bullet

	Topic 3 [Qualcomm proposal]
· S3-233891 discussion

· S3-233892 CR
	[Qualcomm] presents
[Nokia] if we go with ME based solution then derivation should not use SUPI. Then even if ngksi is set to '111' UDM is not aware of the SoR failure so enhancement might be needed

[Samsung] power up procedure is time critical and we don't want to incur this kind of overhead for a problem that is very rare

[Qualcomm] the reason we consider SUPI is that it is authenticated in contrast to PEI and it is simpler. Then on network not being aware that should never happen in our solution. Agrees with comment on overhead but it is not going to affect the procedure considerably

[Huawei] agrees with Samsung on overhead comment. Not worth addressing this by ME based solution better to try with simpler network based ones

[Apple] agrees with Samsung and Huawei and prefers simpler solution, if one requires actions on ME then you can check the storage instead of identifier

[Ericsson] asks for clarification on option 1, since Apple's proposal is similar to a variant of that

	Topic 4 [Apple proposal]

· S3-233824 reply LS
	[Apple] presents
[Huawei] which parameters are deleted

[Apple] when MAC verification fails UE deletes everything and restarts registration procedure

[Qualcomm] this will lead to too many registrations (off/on airplane mode) we need something more specific

[Ericsson] the details are missing in this proposal, so agrees with Qualcomm observation that we need to clearly identify the trigger and the corresponding action

[Nokia] agrees with Ericsson and Qualccomm's observations

[Apple] the trigger is the verification failure so there is no new mechanism actually

[Qualcomm] there is no failure in the issue raised by the LS, the issue is that UE will discard valid SoR messages and this does not properly address the replay attack
[NTT Docomo] it seems we are discussing 2 different attacks, the actual problem is as pointed out by Qualcomm. Then deleting everything at every restart is not really a proper approach

[Samsung] has different understanding

[Huawei] not clear what this replay attack is and still considers additional checks expensive

[Qualcomm] does not agree with this claim, UE checks 100s of services at power up

[NTT Docomo] the replay attack relates to network not sending any messages, just the fact that an already communicated message still being valid. In the end maybe it is better to delete everything at power up if ME suspects counters cannot be used

	Topic 5 [Samsung proposal]

· S3-23xxxx discussion
	[Samsung] presents
[Qualcomm] options 1 and 2 only viable if it is mandated to provide PEI to network for every registration

[Samsung] option 1 can be based on USIM's capabilities

[Qualcomm] UDM maintaining information about USIM capabilities is neither done nor required today

[NTT Docomo] you cannot trust PEI, if we go this way, then UDM only can make decision based on USIM capabilities

[Ericsson] on option 1 you said it is implementation so no need to specify anything
[Samsung] yes and then to Qualcomm and NTT Docomo, if VPLMN is not trusted then what about KSEAF, it is not reasonable to assume whole link is open.

[Nokia] overhead of triggering HONTRA this often is not well justified. Therefore we need a more specific solution to this issue

	Topic 6 [Open discussion]
	[Ericsson] this is a corner case for us and issue for operators. We would like to avoid involving network too much if not at all
[NTT Docomo] from security perspective, we need to address it either me based or home network based

[Apple] we have some agreements: there is an issue, it is a corner case, and solution needs to minimize impact. We have several solutions but no agreement on the detection on the ME side (condition). Preference not to standardize detection but ok with minimal impact actions

[Samsung] from security perspective there is no attack really. It is difficult for serving AMF to mout such an attack. Preference to leave it to implementation.

[Nokia] we need to progress in this call but good to have a direction

[Huawei] we are not convinced this scenario needs standard solution
[Qualcomm] this is a security issue and we should try to solve it. We would be fine with a network based solution as well but it has to be HPLMN based as NTT Docomo pointed out

[Proposal] If KAUSF is retrieved from USIM, but UPU/SoR counter is from ME NVM, then security context shall be considered invalid

	Closing
	Meeting closed at 15:00 UTC


4
Conclusion
AP [Qualcomm] to provide a CR for offline discussion
