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1
Decision/action requested

It is proposed to endorse the proposal raised by this discussion paper.
2
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3
Rationale

3.1
Background
According to RFC 5448 [1], what is new in EAP-AKA’ is that it has a new CK’ and IK’ derivation function to bind the access network name. This limits the effects of compromised access network nodes and keys. Both the UE and the AAA server will determine the network name and ensure the network name is actually using.
For primary authentication using EAP-AKA’ as described in clause 6.1.3.1in TS 33.501 [2], the access network name is binding to the current serving PLMN ID. So, the UE connected serving network will be verified, and the malicious RAN cannot impersonate another PLMN which can address fraud charging issue.
In SNPN NSWO, as described in Annex I.10.5.2 in TS 33.501 [2], the UE and AUSF will also use access network name for CK’ and IK’ derivation. However, the access network identity is a fixed string “5G:NSWO” and is not dynamically bound to the current serving network. The binding granularity is totally different.
Observation 1: EAP-AKA’ introduces new CK’ and IK’ derivation function binding the access network name. During the primary authentication using EAP-AKA’, the access network name is binding to the current serving PLMN ID. However, in case of NSWO SNPN case, the access network name remains a static string.
3.2
Attack scenario
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Figure 3.2-1 Attack Scenario for NSWO
Pre-requisite: 

1) UE prefers to connect to SNPN 2. 
2) Both SNPN 1 and SNPN 2 are connected to the same HPLMN or CH.
Attack Steps: 
1) The malicious WLAN AN of SNPN1 broadcast SNPN 2 ID;
2) The UE could be tricked into connecting to the malicious WLAN AN of SNPN1, and initiate an NSWO authentication with CH.
3) The NSWO authentication will be successful since SN name does not bind to SNPN1, the malicious WLAN AN will be trusted by the UE, the malicious WLAN AN can initiate many attacks on user plane data, e.g.  eavesdropping, impersonate, tamper, etc..
Impact: 
The UE who prefer SNPN2 will be spoofed to access the malicious WLAN AN of SNPN 1. 
Observation 2: In case of SNPN NSWO, if a malicious WLAN AN of SNPN1 broadcasts a different SNPN ID (i.e. SNPN2), UEs that prefer SNPN2 will be spoofed to connect to the malicious WLAN AN of SNPN1. This is because NSWO authentication does not bind with the current serving network ID, leading to severe security threats in the user plane data, such as eavesdropping, impersonation, tampering, and so on.
3.3
Solution
The proposed solution is that: UE and network should bind current serving network identity into CK’ and IK’ derivation in NSWO authentication procedure, which is similar as current 4G or 5G primary authentication. 

The following changes are needed:

1)  NSWOF needs to set the access network identity to “5G:NSWO” and SN ID (i.e. serving SNPN ID).

2)  UE still uses access network identity for CK’ and IK’ derivation. As defined in clause 3.1 in RFC 5448 [1], a comparison between locally determined network name and the one received over EAP-AKA’ is already supported, current comparison is to check whether it is 5G:NSWO, which is useless. Our proposal is that the UE may determine network name according to broadcast which includes serving SNPN ID, and do further check on SNPN ID part.

Proposal 1: Endorse S3-234627 [5] to address the security issue for NSWO SNPN case.
4
Detailed proposal

According to analysis above, we have the following observations:
Observation 1: EAP-AKA’ introduces new CK’ and IK’ derivation function binding the access network name. During the primary authentication using EAP-AKA’, the access network name is binding to the current serving PLMN ID. However, in case of NSWO SNPN case, the access network name remains a static string.
Observation 2: In case of SNPN NSWO, if a malicious WLAN AN of SNPN1 broadcasts a different SNPN ID (i.e. SNPN2), UEs that prefer SNPN2 will be spoofed to connect to the malicious WLAN AN of SNPN1. This is because NSWO authentication does not bind with the current serving network ID, leading to severe security threats in the user plane data, such as eavesdropping, impersonation, tampering, and so on.
Based on the observations, we propose:
Proposal 1: Endorse S3-234627 [5] to address the security issue for NSWO SNPN case. 
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