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************************** Start of changes ************************
[bookmark: _Toc145335309]6.5.3.4	Revocation 
API Exposing Function needs to be informed about revocation if this is necessary to ensure correct handling of revocation.
Editor's note: this clause describes the revocation procedure, unless this is taken care of by SA6 as it is for non RNAA use cases.
[bookmark: _GoBack]6.5.3.4.X	Revocation invoked by resource owner client(s)



1.  The resource owner may invoke token revocation through the resource owner client with respect to a UE and a service API. The resource owner client may send to the CCF an Authorization Revocation Request message, which shall include the service API ID, the GSPI, and other information related to the revoked token (e.g. the scope info). 
2.	Upon receiving the Authorization Revocation Request message, the CCF shall invalidate the corresponding token, and if needed, revoke related authorization (e.g. authorization code or authorization policy) for the service API and the resource owner/UE corresponding to the GSPI.
3.	The CCF sends the Revocation Request message to the AEF as described in 8.23.4 in TS 23.222 [3]. The Revocation Request message shall additionally include the the GSPI of the UE.
4.	Upon receiving the Revocation Request message, the AEF shall invalidate the service authorization corresponding to the service API of the resource owner.
5.	The AEF may determine whether it is necessary to update the resource due to the revocation. If necessary, the AEF may interact with the 3GPP core network to update the resource. For example, for the QoS service API, the AEF may inform PCF/SMF to modify the correspoinding PDU session according to the QoS level after revocation. 
6.  The AEF shall send the Revocation Response message to the CCF.
7.  After successful revocation based on the Revocation Response message, the CCF sends the Authorization Revocation Response indicating that authorization has been revoked.
******************************* End of changes *********************************
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