3GPP TSG-SA3 Meeting #113 	S3-234607
Chicago, US, 06 - 10 november 2023

Title:	Reply-LS on GSMA CVD-2023-0069 5G Core Network Attacks
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	LS S3-234135 CVD-2023-0069 – 5G Core Network Attacks
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-17
[bookmark: _GoBack]Work Item:	5G_eSBA

Source:	SA WG3
To:	GSMA CVD 
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	CT WG4

Contact person:	lei.zhongding@huawei.com
	
Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	
1	Overall description
SA3 thanks GSMA for their LS on 5G Core Network Attacks. SA3 has analysed the attacks and would like to provide the following responses for the related Findings: 
· Related to Finding 1: Confused Producer Attack 
[bookmark: OLE_LINK86][bookmark: OLE_LINK10][bookmark: OLE_LINK11]There are two types of access token requests specified for accessing services of NF Service Producers in clause 13.4 of TS33.501, i.e. one is “NF-type specific” (in terms of Service Producers) as described in (1a) while the other is “NF-instance specific” as in (1b) in clause 13.4.1.1. In the case of “NF-type specific” token requests, the NRF grants tokens without specifying instances of an NF Service Producer only if all instances of the requested NF type are authorized. In the “Confused Producer Attack” setup, the NRF will not grant C1 an access token without specifying instances since P2 is not authorized to serve C1. 
Likewise, if a list of S-NSSAI is not included in the token claims, it means that all instances of NF Service Producers are authorized. In the case that NF Service Producers are slice-specific as in the “Confused Producer Attack” setup, the list of authorized slices (S-NSSAI) will be included in the claims. 
A NOTE is added in clause 13.4.1.2 of 3GPP TS 33.501 for clarification.
· Related to Finding 2: Token Reuse Attack 
The access token specified in clause 13.4 is short-lived token where an expiration time is included to impose time limits on the access token in use. The expiration time is not specified but set based on the operator’s policy to allow flexibility and cost effectiveness, taking into consideration different threat situations and network complexities etc. In the current releases, token revocation is not supported. 
· Related to Finding 4: NFDiscovery Bypass Attack
The NF profile is stored at the NRF during registration. The NRF verifies the S-NSSAI in the requestersNssais in the request message against the NF profile. SA3 sees no need to update its specifications. 
2	Actions
ACTION: 	
To GSMA: SA3 kindly asks GSMA to take above information into account. 

3	Dates of next TSG SA WG 3 meetings
SA3#115	26 Feb - 1 Mar 2024	Athens (Greece)
SA3#116	20 - 24 May 2024		Korea

