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1
Decision/action requested

It is requested to acknowledge the issue and approve corresponding LS to SA2.
2
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3
Rationale

In the last SA plenary session (SA#101) the CR SP-231202  “Modification of PRINS to enable Roaming Hubs” was approved, thus consequently implemented in TS 33.501 (18.3.0). The new features introduced in this CR modified the original signalling flows defined for Application Layer Security (ALS) and belonging to PRINS protocol, with the aim of satisfying the requirements of Roaming Hubs to provide roaming services as discussed and defined in GSMA 5GMRR. 
More specifically, the mentioned CR introduces an enhanced framework to PRINS in which error messages can be generated at the Roaming Hub. However, there are still other open issues that the standard framework needs to deal with, according to the requirements received from GSMA 5GMRR so far, for example in LS SP-230807 to SA and SA3) it says:

· During 5GMRR analysis, the following technical questions were identified, and 5GMRR kindly asks 3GPP SA3 for clarification:

· How can the control of roaming subscriber user plane be implemented by an Intermediary, in order to prevent data consumption that exceeds the limits agreed in the roaming contracts?

· It is the understanding of some companies in 5GMRR that PRINS, and the proposed modified PRINS, assumes an end-to-end relationship between both PLMNs for the N32-c connection together with a unique end-to-end trust anchor between both PLMNs based on a direct exchange of certificates between both PLMNs. 5GMRR would like to emphasize that, in roaming scenarios where a roaming hub is used, there is no direct relationship (including contracts) between the PLMNs.
Problem statement: How the control of roaming subscriber user plane can be implemented by an intermediary such as the Roaming Hub, in order to prevent the data consumption exceeding the limit agreed in the roaming contracts. Note that the Roaming Hub is the entity having the contracts with the PLMNs, so it needs to ensure that the costs generated by a user in the visited networks are compensated with the revenues from the home networks. Obviously, any discrepancy will impact severely in the business. 
Background / context: The context of the problem statement is well described in SA5 specification TS 32.255 [1] and SA2 specification TS 23.501 [2]. The following two figures have been crafted from original figures in [1] to make both scenarios, i.e., LBO (local breakout) and HR (home routed), clearer when Roaming Hub(s) is (are) part of the architecture:
- LBO: V-SMF interacts with H-CHF via N47 interface, and the signalling traffic is conveyed via N32-f. Thus, the RH is able to monitor the quota usages, or even allowed to change the parameters on the interface N47 between the V-SMF and H-CHF. 
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Figure 1:Charging connectivity with RH in LBO scenario
- HR: VPLMN and HPLMN exchange signalling traffic to route the PDU session via N16 interface transported by N32-f, and charging signalling traffic is managed locally in the HPLMN via N40 interface between H-SMF and H-CHF. Thus, the RH will not able to monitor/intercept messages between H-SFM and H-CFH. 
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Figure 2: Charging connectivity with RH in HR scenario
Observation 1: In LBO scenario, when quota is exhausted, thanks to the modified PRINS framework the RH could generate an error message (to be defined) and inform the V-SEPP that quota is exhausted. Of course, other solutions to control the PDU session can be possible. 
Observation 2: In HR scenario, the RH is not in the path between the H-SMF which controls the PDU session and the H-CHF, thus it cannot control the quota and cannot generate error as defined in the SP-231202. Therefore, it is required a mechanism for the RH to control the PDU session and receive the data associated with it in order to be able to control the quota in the visited network. 
Observation 3: The security architecture defined in SA3, including the modified PRINS framework, should allow to comply with the business requirement exposed above. However, the problem statement and context are not in the direct scope of SA3 and will require the corresponding consultation to SA2 and SA5 Working Groups. 
4
Detailed proposal

The concrete proposal is to send an LS to SA2 and SA5 with two purposes:

- to inform them about the business requirement from GSMA 5GMRR related to the monitoring and control of the data sessions by the Roaming Hub entity in roaming, taking into consideration the enhanced PRINS framework in SA3. 
- to ask them to work on potential solutions addressing the problem statements in LBO and HR scenarios indicated in this discussion paper in the existing procedures, taking into account the existence of Roaming Hubs in the overall architecture. 

The LS-out proposal is enclosed in S3-234557. 
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