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/**** Start of changes****/

6.4.X	Security procedure for network based SL positioning for UE without NAS connection

For Network based SL positioning for UE without NAS connection defined in clause 5.5.3 of TS 23.586, the following steps apply:
1. The Target UE may establish a secure unicast direct communication, if not available, with the located UE by using the procedure in Clause 6.4.4.
2. If the privacy profile of the target UE does not allow sharing Ranging_Measurement data/Results or Resulting Location with the located UE, 
a. The Target UE may establish, if not available, a key KSLP-LMF for end-to-end communication with the LMF.
b. The Target UE protects the unprotected Ranging_Measurement data/Results to be end-to-end protected with the LMF with SLPIK and SLPEK derived from  KSLP-LMF as in Clause 6.4.4.obtaining protected end-to-end_protected_TargetUE_LMF_ Ranging_Measurement data/Results.
c. The Target UE securely sends end-to-end_protected_TargetUE_LMF_ Ranging_Measurement data/Results to the located UE using the established KSLP per Step 1 and procedures as per Clause 6.4.4.
Otherwise, the Target UE securely sends Ranging_Measurement data/Results to the located UE based on the established KSLP as per Step 1 a.	and procedures as per Clause 6.4.4..

3. Located UE sends the received end-to-end_protected_TargetUE_LMF_ Ranging_Measurement data/Results or Ranging_Measurement data/Results LMF in a secure manner via NAS.
4. The LMF may provide the Resulting_Location via the Located UE to the target UE. If provided, and if the LMF received end-to-end_protected_TargetUE_LMF_ Ranging_Measurement data/Results or the privacy profile of the target UE requires the protection of this data, the Resulting_Location is protected with SLPIK and SLPEK derived from  KSLP-LMF resulting in end-to-end_protected_TargetUE_LMF_ Resulting_Location. The LMF sends end-to-end_protected_TargetUE_LMF_ Resulting_Location or Resulting_Location  that is This is sent NAS protected to the located UE, that further forwards it to the target UE protected with SLPIK and SLPEK derived from KSLP as per Step 1.
Step 2a reuses the security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3.2 of TS 33.503 [6] with the following modifications:
· The SLPKMF instead of 5G PKMF is used to generate and provision the key materials for secure unicast direct communication of Ranging/SL Positioning services; 
· UE SLP Key Request/Response are used instead of ProSe Remote User Key Request/Response;
· SL Positioning service identifier is used instead of RSC;
· SLPK and SLPK ID are used instead of UP-PRUK and UP-PRUK ID;
· SLP Key Request/Response are used instead of Key Request/Response;
· KSLP is used instead of KKRP;
· KDF of KSLP uses SL Positioning service identifier as input instead of RSC.
· The Direct Communication Request (Step 3 in clause 6.3.3.2 of TS 33.503) and Key Request (Step 4a in clause 6.3.3.2 of TS 33.503) include a SL Positioning service identifier indicating the establishment of a secure connection with the LMF.
· The Key Response (Step 4e in clause 6.3.3.2 of TS 33.503) is modified as follows:
· A first Key Response is sent to the LMF containing KSLP-LMF. 
· A second Key Response is sent to the Located UE acting as UE-to-Network relay. This second Key Response does not contain KSLP-LMF, but includes a Message Integrity Code MICSLP-LMF as per Annex A.Y derived from integrity key SLPIK that is derived from session key KSLP-SESS derived from KSLP-LMF. 
· Message 5a contains KSLP-LMF Frehness Parameter 2 and MICSLP-LMF.
· KSLP-LMF is verified in Step 5b in clause 6.3.3.2. in TS 33.503 by checking the correctness of MICSLP-LMF.
Steps 1 and 2 may be performed simultaneously. 
/**** Next change****/
[bookmark: _Toc454463023][bookmark: _Toc144738740]A.Y	Computation of MICSLP-LMF
MICSLP-LMF is computed by applying the KDF that is specified in Annex B of TS 33.220 [12]. The following parameters shall be used to form the input S to:
-	FC = TBD
-	P0 = “MIC SLP LMF”
-	L0 = length of P0 
The input key shall be the SLPIK that is derived from session key KSLP-SESS derived from KSLP-LMF.
The 32 least significant bits of the 256 bits of the KDF output shall be used as MICSLP-LMF.


/**** End of changes****/
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