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	Reason for change:
	The discovery procedures rely on a UTC-based counter to ensure the freshness of messages whereby the sending device transmits the least significant bits of its UTC-based counter to help the receiving device recover it. However, neither TS 33.503 nor TS 33.303 describe the “recovery” or “reconciliation” process. TS 24.554, Clause 6.2.8.2 describes a procedure in which a UTC-based counter is re-constructed by a UE by replacing the 4 LSBs of its own UTC-based counter by the 4 LSBs contained in the PROSE PC5 Discovery message.

In a case, in which the receiving device replaces the least significant bits of its own UTC-based counter with the received least significant bits, errors may occur in the UTC-based counter reconstruction e.g., an overflow in the most significant bits can happen that leads to the recovery of the wrong UTC-based counter. 

For instance, if the UTC-based counter is 8 bit long and the 3 LSBs are transmitted, the UTC-based counter of the sending device could be 0111 1000 and the UTC-based counter of the receiving device could be 0111 0111, i.e., the synchronization error is a single time unit. The sending device would send 000 and the reconstructed UTC counter of the receiving device would be 0111 0000. This reconstructed UTC-based counter does not match the UTC-based counter of the sending device.

While in direct discovery situations this error may not happen very frequently because counters are closely synchronized and directly transmitted, this error becomes very relevant in the case of UE-to-UE relay discovery model A because the UE-to-UE relay may store direct discovery set(s) for some time. Furthermore, there is a need to ensure that 5G ProSe UE-to-UE Relay and Monitoring 5G ProSe End UE can estimate the same UTC-based counter used by the Announcing ProSe End UE and this cannot be ensured if the UTC-based counter reconciliation mechanism is not defined. 



	
	

	Summary of change:
	Addition of description and annex to define the UTC-based counter reconciliation procedure that allows the receiving device to reconstruct the UTC-based counter of the sending device.

The idea of the procedure is that the time of the receiving device  equals the time of the sending device  plus a synchronization error  and a delay/storage time , i.e., . We consider that  and  where  is the maximum synchronization error of  and  and  is the maximum delay/storage time. Then  Based on this, it is possible to determine  as  where  represents  modulo  or the  least significant bits of 

	
	

	Consequences if not approved:
	UEs are not interoperable. Discovery messages are likely to be rejected due to the wrong recovery of the UTC-based counter of the sending device.
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/*** First change ***/
[bookmark: _Toc106364506][bookmark: _Toc129959829]6.1.3.3.3.1	Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
The security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A is described as follows.


Figure 6.1.3.3.3.1-1: Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
NOTE 1: The protection of direct discovery set and Announcement message reuses the protection mechanism specified in clause 6.1.3.2.3 of the present document.
1a.	The monitoring 5G ProSe End UE and announcing 5G ProSe End UE are provisioned with the discovery security materials associated with a 5G ProSe Direct Discovery service based on the procedure specified in clause 6.1.3.2.2 of the present document including the CURRENT_TIME and MAX_OFFSET parameters.
1b.	The monitoring 5G ProSe End UE, announcing 5G ProSe End UE, and 5G ProSe UE-to-UE Relay are provisioned with discovery security materials associated with an RSC based on the procedure specified in clause 6.1.3.2.2 of the present document including the CURRENT_TIME and MAX_OFFSET parameters.
2.	The announcing 5G ProSe End UE shall protect the direct discovery set using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3 of the present document. The 5G ProSe UE-to-UE Relay obtains the RSC and protected direct discovery set from the announcing 5G ProSe End UE in proximity (e.g., via a previous 5G ProSe UE-to-UE Relay Discovery or 5G ProSe UE-to-UE Relay Communication procedures) as specified in clause 6.3.2.4.2 of TS 23.304 [2]. When 5G ProSe UE-to-UE Relay Discovery is used to deliver the direct discovery set, the announcing 5G ProSe End UE shall include the RSC and protected direct discovery set in a discovery message that is protected using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. When 5G ProSe UE-to-UE Relay Communication is used to deliver the direct discovery set, the announcing 5G ProSe End UE shall use the secure PC5 unicast link with the 5G ProSe UE-to-UE Relay to send the RSC and protected direct discovery set. The 5G ProSe UE-to-UE Relay shall store the valid protected direct discovery set along with its validity time. A protected discovery set shall be removed once its validity time has expired. The validity time is determined from the UTC-based counter associated to the received direct discovery set that works as a timestamp. The UTC-based counter is determined according to Annex A.X.
NOTE 2: The protected direct discovery set remains valid as long as the 5G ProSe UE-to-UE Relay and Monitoring 5G ProSe End UE estimates the same UTC-based counter used by the Announcing ProSe End UE. 
3.	When broadcasting the Announcement message, the 5G ProSe UE-to-UE Relay shall include the list of valid protected direct discovery sets in the Announcement message and protect the Announcement message using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. Then, the 5G ProSe UE-to-UE Relay sends the Announcement message.
4.	On receiving the Announcement message from the 5G ProSe UE-to-UE Relay, the monitoring 5G ProSe End UE shall process the received Announcement message using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. If the verification is successful, the monitoring 5G ProSe End UE shall extract the direct discovery set(s) from the Announcement message, and process the direct discovery set(s) using the discovery security materials associated with the 5G ProSe Direct Discovery service as specified in clause 6.1.3.2.3 of the present document.
/*** Next change ***/
[bookmark: _Toc129959903][bookmark: _Toc106364572]A.X	UTC-based Counter Reconciliation 
A sending UE has an n bit long UTC counter . A receiving end UE has an n bit long UTC counter . A relay UE has an n bit long UTC counter . A receiving end UE (or relay UE) recover the UTC counter of the sending UE given  (or ) and , the b least significant bits of  as follows, under the assumption that  and  (or ) differ up to   time units, and a relay device may store the message up to  seconds
					
A relay UE sets  to  and a receiving end UE sets  to .
A relay UE sets  to  and an end receiving UE sets  to .





  

/*** End of changes ***/
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