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1
Decision/action requested

This contribution provides a discussion on the assets that need to be considered by the SI on 256-bits.
2
References

[1]
…
3
Rationale

This discussion paper is providing in first step a more holistic view on the assets that are impacted and in a second step it should help to identify the scope of the study item and the objectives respectively.
3.1 System Architecture View
The system architecture is considering the deployment of a LTE RAN system including the Evolved Packet core, and a 5G RAN system including the next generation packet core.

The Figure 1 is showing the LTE and 5G network deployment.
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Figure 1: Architecture View
The following applies:

·  The 5G-NSA deployment consists of the EPC, the ng-eNB and the UE, while the 5G-SA deployment consists of the NGC, the gNB and the UE. The deployments follow classic architecture.
·  The ng-eNB (LTE) and gNB (5G) are interfaced through the X2 interface.

·  The gNB/ng-eNB are being managed by M-plane security domain. Rationale: The M-plane should be considered, because a gNB needs to be managed, e.g., by means of (m)TLS, and since the M-plane is specified in ORAN Open Fronthaul, there is some likelihood this will have to be introduced in 3GPP.
·  The S1, X2 and NG interfaces are being protected by NDS/IPsec. IPsec is defined by IETF RFCs. As and when IETF updates the RFCs to incorporate PQC algorithms, we need to update our specifications as required.  
Assumptions:


WA#1: The deployment as depicted in Figure 1 is assumed to support 128-bits for almost all symmetric cryptographic algorithms.

256-bit deployment options:


WA#2: The 256-bit algorithms introduced in addition to existing 128-bit deployment. i.e 3GPP defined interfaces of AS and NAS will support both 128 bits+ 256 bit algorithms.

WA#3: The 256-bit algorithms introduced as the only option, no 128-bit algorithms supported.
The different assets that need to be considered are labelled 1, 2, …5 and will be assessed as follows:
Asset#1: NAS Security Context

- EAP-AKA procedure (TS 33.501)


- 5G-AKA procedure (TS 33.501)


- Key agreement and hierarchy


- S1AP, NGAP (including handover)

- NSA mode of operation
Asset#2: AS Security Context


- PDCP security (TS 33.501, TS 36.323, TS 38.323)


- X2AP (including handover)
Asset#3: Transport Security


- NDS/IPsec (TS 33.210)


- Certificate Management (TS 33.310)

Asset#4: M-plane security

- (m)TLS, SSH

Asset#5: Inter-RAT

- Key-hierarchy (including handover)
The following Table 1 is providing the mapping of the Asset per Network Entity.

	
	UE
	gNB
	ng-eNB
	NGC
	EPC

	NAS Security
	App 
	
	
	App
	App

	AS Security
	App
	App
	App
	
	

	Transport Security
	
	App
	App
	App
	App

	M-plane Security
	
	App
	App
	App
	App

	Inter-RAT
	
	App
	App
	
	


Table 1: Mapping of Asset to Network Entity
Legend:
App 
= applicable

‘ ‘
= not applicable
3.1 Objectives
#1:

Study the impact of the 256-bits support for AS and NAS security for this Study Item.




(this excludes the Asset#3 transport security and Asset#4 M plane security)
#2:

Study the impact due to the introduction and enablement of 256-bits support for UE, gNB, ng-eNB, 



NGC, EPC. Provide all necessary actions and deployment steps.




(for details refer to Asset#1 NAS security aspects)

#3: 

Study the impact due to the co-existence of 128-bit and 256-bit support for UE, gNB, ng-eNB, 



NGC, RPC. Provide all new functions and features.




(for details refer to Asset#1 NAS security aspects and Asset#2 AS security aspects)

#4:

Study the impact due to the standalone 256-bits support for gNB and ng-eNB. Provide the 



implications in case of 256-bit support for AS security only.




(for details refer to Asset#2 AS security aspects)

#5: 

Study the impact due to the 256-bits support for the inter-RAT mobility scenarios for gNB and ng-



eNB. Provide all new functions and features.




(for details refer to Asset#5 Inter RAT security aspects)

4
Detailed proposal

SA3 is kindly requested to include the above objectives in the 256-bit algorithm SID for a comprehensive study of the 256-bit deployment aspects. 
