GSMA Coordinated Vulnerability Disclosure
Document Template – WORD Format
	Reporter Details 

	Name (either full or nickname):
(Mandatory Field)
	Yaru Yang

	Organisation
	Network and Information Security Lab @ Tsinghua University

	Email
(Mandatory Field)
	yangyr17@gmail.com

	Telephone
	+8618981333679

	Can we provide your name to the vendor if required
	No ☐          Yes ☒

	Do you want to be publicly acknowledged
	No ☐          Yes ☒

	Vulnerability Details  
(All below are mandatory fields)

	Title of Vulnerability

	Vulnerability in China's RCS Service: XML in File Messages Subject to Tampering

	Description of Vulnerability

	In providing RCS services, China Mobile and China Unicom do not validate the XML content within file type messages. This oversight allows potential attackers to manipulate the file download links embedded in the XML, inducing the victim's mobile device to access any link dictated by the attacker. The traffic tampering can be executed in various ways by the attacker, including by hooking their own phone's RCS program, or performing a man-in-the-middle (MITM) attack on their own device. The other vulnerability submitted by us reveals that such a man-in-the-middle attack could be facilitated via VPN nodes. Moreover, the TLS validation issue inherent to the phone's RCS program could also be manipulated to perform an MITM attack. We have already reported the TLS validation problem to the pertinent mobile phone manufacturers.
More seriously, when sending images, attackers could tamper with the thumbnail URL within the XML, causing the user's phone to access any link without any user interaction. Based on this security threat, we proposed and verified three serious attack methods. Please refer to the "Possible Threats Caused by the Vulnerability" part for more details.

	Product or Service Name
	5G Messaging (RCS) service (only tested in China)

	Date Vulnerability Found
	2023/5/1 (not sure)

	Is the Vulnerability still live
	No ☐          Yes ☒

	Do you believe the vulnerability is being currently exploited
	No ☐          Yes ☒

	Probability of reproduction of vulnerability
	1 – Always ☒    2 – Often  ☐    3 – Rarely ☐

	Possible threat caused by the vulnerability
	The following three attacks can be implemented by tampering with the thumbnail URL, allowing the attack to be completed without any user interaction on the mobile phone. The only piece of information the attacker needs is the phone number.
No-Click Remote Information Leakage: When the victim's mobile phone accesses the tampered link, it carries sensitive information in the User-Agent field (such as phone model, system version, etc.), as well as the IP address. Attackers can use the IP address to determine the victim's approximate geographical location. If the attack is sustained, it can be used for location tracking.
DDoS Attack Toward an Arbitrary Server: Attackers can tamper with the link to make it a file download link of any HTTP server. What's more severe is that some mobile phones, after receiving the tampered link message, do not restrict the size or type of the thumbnail and directly download the entire file. We found that at least two mobile phone manufacturers have this issue. For these phones, we tested a 1GB file, and they all downloaded it entirely, with an traffic amplification factor of about 100,000 times. Also, even if some phones do impose restrictions (one manufacturer we tested limits the thumbnail size to 1MB), they still have a certain traffic amplification factor (around 100 times).
Phone Storage Occupancy and Mobile Data Consumption Attack: Since some mobile phones do not limit the thumbnail size or type, we can use a similar attack to occupy their storage space and consume their traffic.
It's important to note that while some of the attacks above are related to the phone's performance, theoretically, mobile phones can trust the 5G messages proxied by the operators, so this is essentially a security issue of the operators.

	Can you provide any PoC Code, Screenshots or Http requests etc.
	HTTP request received by a false content server set up by us:
[image: ]
Screenshot of attacked phone A:
[image: ]
Screenshot of attacked phone B:
[image: ]

	Do you intend to let us review the vulnerability before going public
	No ☐          Yes ☒

	To what other organisation(s) has the vulnerability been reported?
	None. But we plan to disclose it at NDSS 2024 (Camera Ready Deadline is Wed, 29 Nov 2023)
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root@pen-bliss-1:~/tmp# nc -1 5555

GET http://dylanyang.site:5555/1. jpqg?ID=0DBGNzMzRjMxMDhGNDhFNj dDMEE SQKRERTYWMTQZRUUWNTY3NUY2Nj g XQkRDNOI 3MUU
ORDIyQ)E4MEYyR] NBNkQSMDk 0QzASNTYWQTE2MUIWRKUORTG1RDFDMjdCODdj HTTP/1.1

Host:dylanyang.site:5555

Connection:Keep-Alive

User-Agent:CPM-client/OMA2.2 RCS-client/UP_2.4 term-Mi/MI_M2007J22C-V13.0.3.0.SJECNXM client-JUPH/GB-13.0.0
.9 0S-Android/v13.0.3.0.SJECNXM Release-6 3gpp-gba

Range:bytes=0-
X-3GPP-Intended-Identity: "sip:+86172[JJ5574@b] . 5GMC. ims .mnc00O.mcc460. 3gppnetwork .org”
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