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1	Decision/action requested
This contribution provides the editing of a disclaimer for the indirect communication test case.
2	References
[1]	3GPP TS 33.501 
[2] 	3GPP TS 33.117
[3]	S3-234439
3	Rationale
This discussion paper is describing the mismatch between TS 33.501 and TS 33.117 and the resulting inconsistency during the certification testing.

3.1 Reference to TS 33.501
The following is specified…
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Observation 1: There are three methods for authentication listed and required, i.e., MMA, CCA, and Implicit, and the requirement is saying “…shall use one of the following…”.

3.2 Reference to TS 33.117
The following is specified…
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Observation 2: For the NESAS certification, the method client credential assertion (CCA) has been selected.
Observation 3: The TS 33.501 is providing three options and the vendor is free to select, while the TS 33.117 is requesting the test execution of one specific authentication method. Ergo, if CCA has not been selected/implemented, then the certification (test) outcome will show a finding which equals to not passed, although the selection/implemention is being compliant to TS 33.501. 

Recommendation: It is recommended to edit a disclaimer into the TS 33.117 such that the testing of the CCA is representative of the three other methods for authentication.

4	Detailed proposal
SA3 is kindly requested to consider above proposal for normative text of TS 33.117 adding a disclaimer in TS 33.117. For details, please refer to the CR S3-234439 [3].
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13312 Indirect communication
Inindirct communication, NF aad NRF shall use one of the following methods for auhenticaton:
- Motual authenticaton betweea NF and NRF provided by th transport ayer protection soluton.
- Clieatcredentials assetion (CCA) based authenticaton asspecified i cluse 1338
NOTE 1: Cliont credeatal assetion authentication i based on a CCA token seat b the NF Service Consumer to
the NRF via an intermediate such asthe SCP. CCA based authentication does not provide autheatication
of the NR towards the NF Service Consumes or protecton of the service reques sea by the NF Service
Consumes to the NRF

- Impici, e. by relying on authentication between NF Service Consumer and SCP, and between SCP and NRF,
provided by the hop-by-hop security protection at the transport layer, NDSIIP, or physical security.

NOTE 2: Mutual autheatication between NF Service Consumer and NRF is not achieved with hop-

~hop security.

NOTE 3: Ifonly hop-by-hop security is used in 2 PLMN, the NRF is not able to verify that an access token request
sent by SCP on behalf of a certain NF Service Consumer, is actually authorized by this consumer.
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42224 Authentication for Indirect Communication

422241 Correct handling of client credentials assertion validation failure
Roquivement Name: Corcect handling of clieatcredeatials asserton validation failure
Requirement Reforence: TS 33.501 [10],clause 13.3.83

Roquirement Description

The verification of the Client credentials assertion is performed by the receiving node, i, NRF or NF Service Producer
in the following way

- It vatidates the signature of the JWS as described in RFC 7515 [16].
- Ifvalidates the timestamp (jat) and/or the expiration time (exp) as specified in RFC 7519 [17].
Ifthe receiving node is the NRF, the NRF validates the timestamp (iaf) and the expiration time (exp).

Ifthe receiving node is the NF Service Producer, the NF service Producer validates the expiration time and it
‘may validate the timestamp.

- It checks that the audience claim in the the client credentials assertion matches its own type.

It verifies that the NF instance ID in the client credentials assertion matches the NF instance ID in the public key
certificate used for signing the assertion.

Threat References: TR 33.926 [4], clause 6.3x.1, Incorrect validation of client credentials assertion

Note: The following test case only applies if the NF under test implements verification of client credentials
assertions.

Test Case:

Test Name: TC_CLIENT CREDENTIALS_ASSERTION. T

VALIDATION




