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Decision/action requested

It is requested to approve the resolution of an EN. 
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Rationale

Solution #2, #3, #5, #6 and #18 in TR 33.858 [2] address the issue related to using anonymous SUCI in step 5 and hereby inflicting an identification issue in step 13b.

Solution #2: Propose to return the SUCI to the TNAN after authentication in step 10a:

The intension of the anonymous SUCI is to retain privacy for the cases where the SUPI cannot be concealed by the UE. This implies, that if the UE was not capable to send the SUCI is step 5 it’ll not be it in step 13b either. If the SUPI is constructed using the NULL-scheme, it’ll violation of the recommendation in TS 33.501 [3] clause 5.2.5 “The SUPI should not be transferred in clear text over NG-RAN except routing information”. Due to these observations, it’s proposed not to move this solution to normative work:

Solution #3: Propose to use a hash of K_TNGF with some additional parameters to identify the key in step 13b.

The hash strongly depends on the construction of the data structure, wherein the key and additional parameters are located, prior to hashing and therefore influences structures which is left for implementation. According to TS 33.501 annex A, a key is only defined as an octet sting and further formation is left for implementation e.g., endianness, special formatting for HSM etc. Another aspect is the complexity adding by a hash function to create a onetime identity for a key which adds computational overhead compared to other proposed methods, To minimize the need for standardising data structures and adding complexity and computational overhead it’s recommend not to pursue this solution for normative work.
Solution #5: Propose to allocate a unique identifier, decided by the TNGF, and transfer this to the UE in step 9b, in case an anonymous SUCI was used in step 5, and then use this for identification in step 13b.

The solution reuses the methodology for assigning temporary identifiers (5G-GUTI, TMSI etc.) for identification purposes similar to the proposal for access to an untrusted non-3GPP network. Additionally, limits the special case to only when an anonymous SUCI is used and leaves the decision on how the temporary identifier is allocated to the implementation. It’s recommended to move this solution to normative work. 

Solution #6: Propose to reuse the ID_IPV4_ADDR or ID_IPV6_ADDR as id in step 13b.
The solution is already supported if the solution is complaint to RFC 7296 [1]. 

“

   Two implementations will interoperate only if each can generate a

   type of ID acceptable to the other.  To assure maximum

   interoperability, implementations MUST be configurable to send at

   least one of ID_IPV4_ADDR, ID_FQDN, ID_RFC822_ADDR, or ID_KEY_ID, and

   MUST be configurable to accept all of these four types.
   Implementations SHOULD be capable of generating and accepting all of

   these types.

“
As this is implicitly already supported by the TNGF it’s proposed to add this to the normative specification.

Solution #18: Proposes to let the UE generate a random number, which is transferred as the UE id part of the AN parameters to the TNGF. The UE will use the same random number as ID_KEY_ID is step 13.

The solution relies on the entropy of the random number. If the entropy is low across UE’s, probability of collisions are high (The probability that two or more UE’s pick the same random number). When collisions occur operational performance indicators decrease and root causing is impossible, because the collision can happen by design or due to a real issue. The same applies for intrusion detection mechanisms, which cannot differentiate between a collision or a probing attack by an adversary and hereby increasing the rate of false positives. In contrary, solution #5 provides a by design collision free system. Another aspect is the split between the entity managing simultaneous sessions (TNGF) and the entity assigning the session identifier (ID_KEY_ID). These entities are normally the same, as the managing entity hereby can select an identifier based on implementation preference - no need to standardise the identifier content to achieve interoperability. For these reasons we propose not to pursue this solution for normative work.
4
Detailed proposal

************ START OF CHANGES ************

7.1.3 
Conclusion for Trusted N3GPP access to SNPN

Solution #2 and #5 are selected as basis for normative work with regards to the aspects:

- 
Support for all key generating EAP-methods
-
Support for usage of anonymous SUCI
- 
Support for onboarding

This implies that the procedure specified in TS 33.501 [2] section 7A.2.4 will be reused for normative work with the following modifications:

- 
Support for usage of anonymous SUCI: 

- 
Add possibility to send anonymous SUCI in step 5 (affecting also following steps 5-8) if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.

· Assign the UE a temporary identifier in step 9, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used to identify the UE, and use this temporary identifier as identification in step 13 in accordance with the proposal in solution #5.

- 
Support for all key generating EAP-methods: Extension of applicable authentication mechanism in step 8 to key-generating EAP authentication methods.

- 
Support for onboarding: Add possibility to send onboarding SUCI in step 5

-     Support for credential holder using AAA server for primary authentication, as specified in clause I.2.2.2 of TS 33.501 [4]. 

-     Support for Credentials Holder using AUSF and UDM for primary authentication, as specified in clause I.2.4 of TS 33.501 [4]. 
Editor’s Note: Further conclusions are FFS.

************ END OF CHANGES **********
