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1
Decision/action requested

It is proposed to approve this pCR as a new solution for addressing IP address verification, key issue#2.7.
2
References
[1]
3GPP TR 33.739 Study on Security Enhancement of Support for Edge Computing — Phase 2
3
Rationale

This pCR is proposed to approve this solution for key issue#2.7.

4
Detailed proposal

*** Start Change ***
6.X
Solution #X: Verification of EEC provided IP address
6.X.1
Solution overview

This solution addresses the security requirement of key issue#2.7 on EEC provided IP address verification.

This solution proposes to use a PDU session ID for verifying the authenticity of assigned IP address.

6.X.2
Solution details
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Figure 6.x.2-1: EEC provided IP address verification
Step 1: The UE/EEC invokes UE Identifier API exposed by the EES. The request includes the CN assigned private IP address of the UE and the PDU session ID. 
Step 2: On receiving the UE Identifier API request, the EES invokes Nnef_UEId_Get service operation for translating the UE's Private IP address to its UE ID. EES includes the received IP Address and PDU Session ID in the request message.

Step 3: The NEF invokes the Nudm_SDM_Get request and sends the corresponding SUPI in the request. 

Step 4: In Nudm_SDM_Get response the UDM sends the AF specific UE identifier and the PDU session ID(s) of the SUPI. 
Step 5: The NEF verifies whether the received PDU Session ID from EES is present in the list of PDU session ID(s) from the UDM.
Step 6-7: If the verification is successful, then the NEF provides the AF specific UE Identifier to the EES in Nnef_UEId_Ger response. Then the EES forwards the AF specific UE Identifier to the UE/EEC.
6.X.3
Solution evaluation 

TBD
*** End Change ***
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