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1
Decision/action requested

This contribution provides the high-level conclusion for KI#1 to TR 33.894
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Rationale

This contribution proposes the high-level conclusion to the KI#1 in TR 33.894, based on the agreed KI#1 security requirement, T5 evaluation in Clause 5.1.4, the discussion paper presented in S3-233090, and the KI#1 solution presented in S3-233091.  
	Documents of Reference
	Key Take-away

	KI#1 security requirement [1]
The 5GS is required to support mechanisms to collect necessary data to enable security monitoring.’.

NOTE 1: The actual set of data that can be collected to realize any threat assessments will be addressed during the solution phase.
NOTE 2: The algorithms or logic for trust monitoring and evaluation are outside the scope of 3GPP.

NOTE 3: The handling of potentially compromised NFs (e.g., based on detection) with required security aspects (e.g., applying necessary security patches/fixes) is Operator's implementation choice.

NOTE 4: The key issue and related work considers SBA in the Core network and so, the solutions details should consider the same as the scope of the solution.


	Confirms the need to collect data to enable security monitoring.

	T5 evaluation [1] states: ‘From a higher level perspective taking into account the enterprise as a whole with the 5G Core being one part of it, such relevant information exposed by the 5G Core NFs (if any) directly or indirectly via the NWDAF is very likely to be used by an entity outside the 5G Core itself.’..‘Therefore, based on this analysis, it is worth investigating whether there is any additional information that could be exposed by the 5G Core NFs for monitoring purposes. In the event of that this study determines that strengthening of the external to 3GPP security monitoring is needed, with not yet specified data collection, this information needs to be well defined and explicitly specified’.

It also states, ‘There is currently no explicit standardized security monitoring within NWDAF or in other NF.’, in clause 5.1.4.2.
	Confirms the need to investigate if any additional information can be exposed by 5G core NFs for monitoring purposes. 
The text from clause 5.1.4.2. makes it clear that, so far the data is not collected related to security monitoring.

	S3-233090: Discussion on agreed threat scenarios and the need to collect data
	This contribution presents the various agreed threat scenarios that essentially need data collection to enable identification of risks (i.e., security risks or service availability risks) and to prevent further laternal movement of the attacks/expansion of the threat surface related to the Zero trust efforts [1][2]. 
This document further clarifies that all 3GPP defined and specified SBI messages (inputs and output formats) are the normal behaviours which are expected to be followed in the interactions of the NFs and any form of violations/non conformance to the specified SBI service operation messaages falls under the category of abnormal behaviour. In addition, if required other existing information such as load, and performance can also be considered to identify devations from normal behaviours.

	S3-233091:Data collection for Security Monitoring
	The solution elaborates what data can be collected form the NFs in the scope of SBA and how to enable the security monitoring.


4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
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Conclusions







Key Issue #1 Conclusion

The following principles are recommended for normative work:

The data to be collected (i.e., to be exposed by target NFs or OAM as described in Tenet 5 evaluation) to enable security monitoring includes data on violations to the 3GPP specified SBI related service operation messages, service requests exceeding preconfigured limits, other existing data such as resource usage, load information and any additional behavioral data, as required. 
The security evaluation is performed by the external Operator designated function/entity/platform which is outside the scope of 3GPP. A Core network function supports to collect the data and provide to the external operator function to enable security evaluation and monitoring.

Editor’s Note: Further evaluation is FFS.
*****End of Change 1*****
