3GPP TSG-SA3 Meeting #111 
S3-233235
Berlin, Germany, 22 -26 May 2023












(revision of S3-232829)
Source:
Nokia, Nokia Shanghai Bell, Lenovo, Intel, Huawei, Hisilicon, Ericsson, Qualcomm
Title:
Resolution of EN – conclusion to KI#1 – Trusted access
Document for:
Approval

Agenda Item:
5.16
1
Decision/action requested

It is requested to approve the resolution of an EN. 
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Rationale
This pCR proposes a compromise conclusion using solution 18 as the basis with restrictions to the random number to reduce the probability of collision.  This pCR is a merger of S3-232829, S3-232907 and S3-232736.  
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Detailed proposal

************ START OF CHANGES ************
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************ NEXT CHANGE ************

7.1.3 
Conclusion for Trusted N3GPP access to SNPN

The following is agreed as basis for normative work with regards to the aspects:

- 
Support for all key generating EAP-methods
-
Support for usage of anonymous SUCI

- 
Support for onboarding

This implies that the procedure specified in TS 33.501 [2] section 7A.2.4 will be reused for normative work with the following modifications:

- 
Support for usage of anonymous SUCI: 

- 
Add possibility to send anonymous SUCI in step 5 (affecting also following steps 5-8) if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.

· If the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used to identify the UE, the UE shall send a 64-bit random number in step 5 and use this random number as key identifier in step 13. The random number generation by the UE should follow the recommendations given in SP 800-90A [13] or equivalent.

· If the TNGF cannot locate the UE (e.g., due to collision), the TNGF will reject the UE. The UE may retry with a new random number.


- 
Support for all key generating EAP-methods: Extension of applicable authentication mechanism in step 8 to key-generating EAP authentication methods.

- 
Support for onboarding: Add possibility to send onboarding SUCI in step 5

-     Support for credential holder using AAA server for primary authentication, as specified in clause I.2.2.2 of TS 33.501 [4]. 

-     Support for Credentials Holder using AUSF and UDM for primary authentication, as specified in clause I.2.4 of TS 33.501 [4]. 

************ END OF CHANGES **********
