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Decision/action requested

Approval of proposed evaluation of Solution #16
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Rationale

An evaluation is added for Solution #16.
4
Detailed proposal

*** START OF FIRST CHANGE ***
6.16.3
Evaluation


This solution addresses Key Issue #1: Single certificate management protocol and procedures.

Editor’s Note: ACME has not been profiled for use cases of 5G SBA architecture. Details of initial trust framework for ACME, ACME signaling handshake message content for 5G SBA use cases, and ACME architecture for request/response for all five certificate types used in 5G SBA need to be addressed.  Further evaluation is FFS.

It is beneficial to have an automated certificate management protocol and procedures to avoid missing refreshment of certificates and use of expired certificates. It is also important that the protocol and procedures be well established standards as the enviroments in which they are to be used are multi-vendor and may cross multiple administrative domains. The ACME protocol [2] is a good candidate to support automatic certificate enrolment and renewal procedures. ACME also provides facilities for other certificate management functions, such as certificate revocation.

ACME is focused purely on the certificate lifecycle, which makes it lightweight and easy to support. It allows a client to request certificate management actions using a set of JavaScript Object Notation (JSON) messages [3] carried over HTTPS [4]. As such, it aligns well with the Certificate Enrolment and MAnagement Framework (CEMAF) outlined in this document. Certificate Enrolment using ACME resembles the certificate issuance process of a traditional Certificate Authority (CA) in which a client creates an account, requests a certificate, and proves control of the identifer(s) in that certificate in order for the CA to issue the requested certificate. CeEF and CeMF map to ACME servers. NF entities map to ACME clients.

5G SBA in general, and more specifically the increase in modularity of NFs, has resulted in multi-vendor environments becoming more prevalent. It is now common for NFs to come from different vendors, and for the cloud native environment in which they run to come from yet another vendor, and for all of these to be independent of the CA that is authoritative for the certificates that are used to secure their communications. A key benefit of ACME over prior art is its automated validation of authority to represent an identifier. ACME uses an extensible challenge/response framework for identifier validation. Although the original focus of ACME was validating domain names for issuing certificates for Web PKI, ACME supports extensions for other identifiers in other PKI contexts, including certificates attesting to IP addresses [5]. 3GPP specific identifier validation challenges can be defined if necessary.
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