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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living document: draftCR to TS 33.558.
2
References

[1]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications".
3
Rationale

It was agreed in SA3 mutual TLS authentication and authorization is based on local policy between V-ECS and H-ECS.
4
Detailed proposal

Approve the changes below for inclusion in the living document: draftCR to TS 33.558. The latest approved version available in S3-232217.

**** Start of Changes****

5.1.1
Authentication and authorization.

Authentication and Authorization between Edge Enabler Client (EEC) and Edge Configuration Server (ECS): Edge Configuration Server (ECS) shall be able to provide mutual authentication with Edge Enabler Client (EEC) over EDGE-4 Interface. ECS shall determine whether EEC is authorized to access ECS's services.

Authentication and Authorization between EEC and EES: Edge Enabler Server (EES) shall provide mutual authentication with EEC over EDGE-1 Interface. EES shall determine whether EEC is authorized to access EES's services.

Authentication and Authorization between Edge Enabler Server (EES) and ECS: ECS shall provide mutual authentication with EES over EDGE-6 Interface. ECS shall determine whether EES is authorized to access ECS's services.

Authentication and Authorization in EES capability exposure to EAS: EES shall provide mutual authentication with EAS over EDGE-3 Interface. EES shall determine whether EAS is authorized to access EES's services and expose EEC Capabilities. The Edge application architecture shall support EASs to obtain the user's authorization to access sensitive information (e.g. user's location).

NOTE1: The corresponding security requirements defined in TS 23.558 [5] is AR-5.2.6.2-a/b/d/e/f/g. 

Authentication and Authorization between V-ECS and H-ECS：V-ECS shall provide mutual authentication with H-ECS over EDGE-10 Interface. V-ECS shall determine whether H-ECS is authorized to access V-ECS's services.
**** Next Changes****

6.x
Authentication and authorization between V-ECS and H-ECS


The V-ECS and H-ECS are provisioned with credentials (e.g., certificate, shared keys/secrets) for mutual authentication. The mutual authentication between V-ECS and H-ECS shall be done based on the preconfigured credentials. The V-ECS shall authorize the H-ECS based on local authorization policy.
**** End of Changes****

