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1	Decision/action requested
This pCR proposes a ZTA approach for TR 33.894: NF to NF Communication Access Control via PDP and PEP
2	References
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	NIST Special Publication 800-207 Zero Trust Architecture.
[3]	3GPP TR 33.738 v1.0 "Study on security aspects of enablers for network automation for the 5G system Phase 3"
[4]	3GPP TS 33.501 v18.0 "Security architecture and procedures for 5G System"
3	Rationale
This approach implements the zero trust logical functions Policy Decision Point (PDP) and Policy Enforcement Point (PEP) to aid in zero trust access control functionality within the 5GC SBA. The PDP uses 5GC network analytics, external security monitoring, and operator policies to grant, deny, or revoke access to a NF Service Consumer/Producer. The PEP interfaces with the PDP, and between the NF Service Consumer/Producer to enforce access control. 
4	Detailed proposal
********************** Start of 1st Change ****************************
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	NIST Special Publication 800-207 Zero Trust Architecture.
[3]	3GPP TR 33.738: "Study on security aspects of enablers for network automation for the 5G system Phase 3".
[4]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[5]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[6]	3GPP TS 23.288: "Architecture enhancements for 5G System(5GS) to support network data analytics services".
[A]	3GPP TS 23.501: "System Architecture for the 5G System".
[B]	3GPP TS 23.502: "Procedures for the 5G System".
********************** End of 1st Change ****************************
********************** Start of 2nd Change ****************************
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This ZTA approach addresses the ZTS tenet #6 in clause 5.1. 
This approach implements the zero trust logical functions Policy Decision Point (PDP) and Policy Enforcement Point (PEP) to aid in zero trust access control functionality within the 5GC SBA. The PDP uses 5GC network analytics, external security monitoring, and operator policies to grant, deny, or revoke access to a NF Service Consumer/Producer. The PEP interfaces with the PDP, and between the NF Service Consumer/Producer to enforce access control. Either the NF Service Producer or SCP take the role of PEP and the NRF takes the role of PDP. 
This approach provides:
- explicit authentication and authorization of each access request,
- utilization of real time network analytics to authorize access requests, notify NFs security status, terminate NF service,
- removal of implicit trust in NF Service Consumer
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5.X.2.1	Common Procedures
The NF Service Consumer and NF Service Producer perform NF service discovery directly via NRF (as specified in TS 23.502 [B] clause 4.17.4 or 4.17.5) or indirectly via an SCP (as specified in TS 23.502 [B] clause 4.17.9). Upon Nnrf_NFDiscovery_Request service operation the NRF authorizes the NF Service Consumer to discover a NF or NF Service(s) instance (as specified in TS 33.501 [4] clause 13.4.1). If allowed to discover the Expected NF/NF service (NF Service Producer), the NF Service Consumer will receive a list of NF profile(s) of the determined NF instance(s). 
5.X.2.2	Data collection
Data Collection Procedure is used by NRF to collect network analytics relevant to the NF service access request to inform access control decisions. The NRF can either subscribe or request analytics from the NWDAF (as specified in TS 23.288 [6] clause 6.1). The NRF collects data that can be used to indicate a compromised NF, or abnormal NF behaviour (e.g., NF load analytics, NF resource usage (from OAM)). NWDAF may collect data from the OAM, which can be used to collect additional relevant security data from outside of 3GPP domain (e.g., data related to the security posture of the resource hosting the NF instance).
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Figure 5.X.2.2-1: NF security status data collection
1. NRF subscribes to analytics information by invoking the Nnwdaf_AnalyticsSubscription_Subscribe service operation. NRF subscribes to analytics that relate to the security of the Target NF, such as NF resource usage, authentication failure, and NF load level, etc. The procedures used for analytics exposure are describe in TS 23.288 [6] clause 6.1.
2. NWDAF subscribes to event exposure from data sources such as NFs, NRF, AF, OAM. The Event IDs are relevant to the requested analytics in step 1. The procedures used for data collection are described in TS 23.288 [6] clause 6.2.
3. The data sources (e.g., NFs, OAM) respond using Nnf_EventExposure_Notify service operation to report of an event that has occurred.
4. NWDAF notifies the NRF with the analytics information by invoking Nnwdaf_AnalyticsSubscription_Notify service operation, based on the request from the NRF in step 1.
5. NRF sends a notification about the security status of registered/updated/deregistered NF instances, along with its NF services, to the subscribed NFs or SCP (acting as PEP).
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With NF to NF services direct communication (TS 23.501 [A] Annex E models A or B), there is a direct connection between NF Service Consumer and NF Service Producer (i.e., no SCP). Since this communication does not involve a SCP, the NF Service Producer either takes the role of PEP, or requests indirect communication with the NF Service Consumer. 
With NF to NF services indirect communication (TS 23.501 [A] Annex E models C or D), the communication between NF Service Consumer and NF Service Producer is routed through the SCP. In this case, the SCP takes the role of PEP and the NRF takes the role of PDP.
Figure 5.X.2.3-1 shows the procedure for direct and indirect communication between a NF Service Consumer and NF Service Producer. The authorization framework described in TS 33.501 [4] clause 13.4.1 is used with the additional procedures to enable ZTS capabilities (i.e., PDP, PEP).
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Figure 5.X.2.3-1: NF to NF indirect communication with NRF (PDP) and SCP (PEP); NF to NF direct communication with NRF (PDP) and NF Service Producer (PEP)
0. NF Service Consumer and NF Service Producer perform NF service registration procedure as specified in TS 23.502 [B] 4.17.1. The NF profile includes an indication of any preferred/required use of ZTS capabilities e.g., SCP (PEP) and NRF(PDP). This indication will determine at least if direct communication, and/or if static authorization is allowed between NFs. It also indicates whether NRF should perform data collection procedure to collect extra security data prior to authorizing NF service requests.
Note: Mutual authentication between NFs and other NFs/ SCP/ NRF is not shown. NF Service Consumer may perform NF Discovery procedure with NRF to determine the allowed NF Service Producers (as specified in TS 23.502 [B] clause 4.17.4)
1. NF service authorization request (i.e., access token request). NF Service Consumer requests authorization from NRF to receive services from an NF Service Producer as described in TS 33.501 [4] clause 13.4. To request the access token NF Service Consumer invokes the Nnrf_AccessToken_Get request operation as specified in TS 33.501 [4] clause 13.4.1.1.
If the NRF is unavailable to perform authorization of NF Service Consumer, then the NF Service Consumer may attempt NF service request with static authorization based on local policy (as specified in TS 33.501 [4] clause 13.3.0) and subsequent steps 2-4 are skipped.
2. Based on NF profile indication of required or preferred use of ZTS capabilities, NRF performs Data collection procedure in clause 5.X.2.2 with NWDAF to collect the relevant security data for the access request.
3. NRF decides whether NF Service Consumer is authorized to access the requested services based on e.g., the NF profile of NF Service Producer, NF type of NF Service Consumer. 
Additionally, the NRF uses security data collected from NWDAF to determine if there are any security concerns (e.g., anomalous behaviour detected in NF Service Consumer, Expected NF/ NF Service load level).
4. If the service request is authorized, the NRF shall send the access token to the NF Service Consumer in the Nnrf_AccessToken_Get response operation.
Indirect Communication
5. NF Service Consumer sends the service request to the SCP. If delegated discovery is used, then steps 1-4 are performed by the SCP on behalf of the NF Service Consumer.
6. SCP routes the service request to the NF Service Producer. 
7. SCP subscribes to NF security status updates from NRF for the NF Service Consumer and NF Service Producer (as described in TS 23.502 [B] clause 4.17.7). SCP is notified when there are any changes to the NF Service Consumer or NF Service Producer (e.g., updates, deregistration, security alerts). NRF can trigger notifications in case of security alerts regarding the NF Service Consumer or NF Service Producer based on the Data Collection procedure in clause 5.X.2.2. The SCP can use these alerts to terminate further communication between NF Service Producer and NF Service Consumer.
8. NF Service Producer authorizes the service request in NF service response by verifying the access token.
Note: If ZTS capabilities are required, then subsequent service requests made using a previously used access token should be rejected. This enables explicit authentication and authorization of each access request
The NF service response message is sent to the SCP.
9. SCP routes the NF service response to the NF Service Consumer.
Direct Communication
10. NF Service Consumer sends the service request to the NF Service Producer.
11. NF Service Producer subscribes to NF security status updates from NRF for the NF Service Consumer (as described in TS 23.502 [B] clause 4.17.7). NF Service Producer is notified when there are any changes to the NF Service Consumer (e.g., updates, deregistration, security alerts). NRF can trigger notifications in case of security alerts regarding the NF Service Consumer based on the Data Collection procedure in clause 5.X.2.2. The NF Service Producer can use these alerts to terminate further communication with an NF Service Consumer.
12. NF Service Producer authorizes the service request in NF service response by verifying the access token. 
Note: If ZTS capabilities are required, then subsequent service requests made using a previously used access token should be rejected. This enables explicit authentication and authorization of each access request.
Additionally, the NF Service Producer can respond with a request to reinitiate communication via indirect communication (i.e., using SCP).
If static authorization is used, then NF Service Producer checks its local policy for authorizing the service request. If ZTS capabilities are required, the NF Service Producer can either reject the service request or respond with indication to reconnect using token based authorization.
5.X.3	Evaluation
This approach reuses existing functionality for authenticating and authorizing the NF service access request (e.g., TLS, authorization framework in TS 33.501 [4] clause 13.4)
This approach requires new functionality to support:
- NRF performs data collection related to security status of NFs,
- NF Service Producers and/or SCP subscribe to such service from the NRF; the NRF informs them of the security status of NFs.
********************** End of 2nd Change ****************************
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