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++++++ First Change ++++++

[bookmark: _Toc19544214][bookmark: _Toc19544223]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AEF	API Exposing Function
API	Application Programming Interface
CAPIF	Common API Framework
JSON	JavaScript Object Notation
JWT	JSON Web Token
KDF	Key Derivation Function
PKI	Public Key Infrastructure
PSK	Pre-Shared Key
RNAA	Resource owner-aware northbound API access	Comment by dcm1: SA6 renamed SNAA to RNAA. Trying to keep up…
TLS	Transport Layer Security

++++++ Next Change ++++++


5	Functional security model
5.1	General functional security model
Figure 5-1 shows the functional security model for the CAPIF architecture. The interfaces CAPIF-1, CAPIF-1e, CAPIF-2, CAPIF-2e, CAPIF-3, CAPIF-4, CAPIF-5, CAPIF-3e, CAPIF-4e, CAPIF-5e, CAPIF-7 and CAPIF-7e are defined in 3GPP TS 23.222 [3] and support the CAPIF functionality defined in 3GPP TS 23.222 [3]. CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5 and CAPIF-7 are interfaces that lie within the PLMN trust domain while the CAPIF-1e , CAPIF-2e, CAPIF-3e, CAPIF-4e, CAPIF-5e and CAPIF-7e interfaces are CAPIF core and AEF access points for API Invokers outside of the PLMN trust domain.
Security for the CAPIF-1, CAPIF-2, CAPIF-3, CAPIF-4, CAPIF-5 and CAPIF-7 interfaces support TLS and are defined in subclauses 6.2, 6.4 and 6.6 of the present document. Security for the CAPIF-1e,  CAPIF-2e and CAPIF-7e interfaces support TLS, and are defined in subclause 6.3, subclause 6.5, and subclause 6.9 respectively.
Security for the CAPIF-3e, CAPIF-4e and CAPIF-5e interfaces support NDS/IP security to secure communication between different IP security domains. This avoids multiple secure connections between API provider domain and CAPIF core domain by leveraging the NDS/IP security procedures specified in TS 33.210 [2].
Authentication and authorization are required for both API invokers that lie within the PLMN trust domain and API invokers that lie outside of the PLMN trust domain. For an API invoker that is outside of the PLMN trust domain, the CAPIF core function in coordination with the API exposing function utilizes the CAPIF-1e, CAPIF-2e and the CAPIF-3 interfaces to onboard, authenticate and authorize the API invoker prior to granting access to CAPIF services. Security flow diagrams for onboarding security, CAPIF-1e security and CAPIF-2e security can be found in Annex B. When the API invoker is within the PLMN trust domain, the CAPIF core function in coordination with the API exposing function perform authentication and authorization of the API invoker via the CAPIF-1, the CAPIF-2 and the CAPIF-3 interfaces prior to granting access to CAPIF services. Authentication and authorization of API invokers (both internal and external to the PLMN trust domain) is specified in clause 6 of the present document.


Figure 5.1-1: CAPIF functional security model 
5.2	Functional security model supporting RNAA
Figure 5.2-1 shows the functional security architecture of CAPIF when RNAA is supported. There is an additional resource owner client, which is a web page that allows the resource owner to give and revoke authorizations. The authorization function itself is a part of the CCF. The resource owner client and the authorization function shall communicate using https.


Figure 5.2-1: CAPIF supporting RNAA functional security model 


++++++ Next Change ++++++
[bookmark: _Toc19544227][bookmark: _Toc19544228]6.5	Security procedures for CAPIF-2e reference point 
6.5.Y2e	Authentication and authorization for RNAA
The authorization for RNAA shall use token based authorization using oauth2 framework. The API invoker has the role of the OAuth client. The CCF has the role of the OAuth authorization server. The AEF has the role of the resource server. 
For API invokers on the UE, PKCE flow shall be used. For API invokers in the network, PKCE or client credential flow shall be used. 
[bookmark: _GoBack]Mutual authentication between resource owner and CCF shall be performed. The mechanism for doing this is not specified in the present document.
Token verification shall be performed as described in 6.5.2.3 step 7. The token shall contain a claim with an identifier that can be mapped to the SUPI/IMSI by the AEF. The AEF shall restrict the API requests to resources owned by the resource owner identified in the token claims.




++++++ Next Change ++++++
6.5.Y8	 Revokation of authorization for RNAA
The reseource owner shall be able to access the CCF in order to revoke authorizations previously given. To achieve this, the CCF offers a web page to manage the authorizations. 
The resource owner and the CCF shall mutually authenticate. The mechanism for this is not specified in the present document.
After revocation of authorization, the CCF shall inform the AEF that the authorization has been revoked. The AEF then shall revert the resources inside the network according to the content of the notification (e.g. reverting the QoS, or unsubscribing to events).
+++++ End of Changes +++++



image1.emf
CAPIF-1e

CAPIF core function

API exposing function

Service APIs

Service APIs Service APIs

CAPIF-3

CAPIF-2e

CAPIF-1

CAPIF-2

PLMN Trust Domain

CAPIF-4

API publishing function

API provider domain 1

CAPIF APIs

CAPIF-3e

CAPIF-4e

CAPIF-5

API management function

API exposing function

API publishing function

API provider domain 2

API management function

CAPIF-5e

API invoker 

3

CAPIF-2

3

rd

 

party Trust Domain

CAPIF-2e

API invoker 

2

API invoker 

1

CAPIF-1e

Service APIs

Service APIs Service APIs

CAPIF-1e

CAPIF-2e

CAPIF-2e

CAPIF-7e


Microsoft_Visio_2003-2010-Zeichnung.vsd
�

�

CAPIF-1e


CAPIF core function


API exposing function


Service APIs


Service APIs


Service APIs


CAPIF-3


CAPIF-2e


CAPIF-1


CAPIF-2



image2.emf
API invoker

CAPIF-1e

CAPIF core function

API exposing function

Service APIs

Service APIs Service APIs

CAPIF-3

CAPIF-2e

API invoker

CAPIF-1

CAPIF-2

PLMN Trust Domain

CAPIF-4

API publishing function

CAPIF APIs

CAPIF-5

API management function

Resource owner client(s)

CAPIF-8

Authorization function

API provider domain


Microsoft_Visio_2003-2010-Zeichnung1.vsd
�

�

API invoker


CAPIF-1e


CAPIF core function


API exposing function


Service APIs


Service APIs


Service APIs


CAPIF-3


CAPIF-2e


API invoker


CAPIF-1


CAPIF-2



