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1
Decision/action requested

This pCR propose to update Solution #20 evaluation in TR 33.738
2
References

[1]
3GPP TR 33.738, ‘Study on security aspects of enablers for Network Automation for 5G - phase 3’, (Release 18).

3
Rationale

The Solution 20 already clarifies in the evaluation that as the Intelligence algorithm used in the analytics related to cyber attack detection is upto operator implementation, it is recommended that a selection of an algorithm can consider their performance metrics e.g., cyber attack detection precision, false positive rate, false negative rate etc., Also there is no standardization efforts needed for the algorithm’s performance metrics i.e., false positive rate/false negative rate, therefore EN is removed as the choice of algorithm itself is left to operator’s implementation.

Additional editorial fix is provided to correct the format style of the evaluation text.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.738.

*****Start of Change 1*****

6.20.3
Evaluation

 This solution describes the methods to collect data from the network to enable cyber attack detection and related output analytics provision in the network.

The cyber attack detection solution is described by using NWDAF as the analytics function, but the solution does not prevent to use any equivalent analytics function if required to be considered.

The existing analytics on ‘abnormal behaviour’ in TS 23.288 clause 6.7.5 enables data collection related to mobility and communication related aspects such as unexpected UE location, Ping-ponging across neighbouring cells, unexpected wakeup, unexpected radio link failures, unexpected long-live/large rate flows, unexpected wakeup, suspicion of DDoS attack, wrong destination address, too frequent service access but inaddition this solution helps to also collect data on malformed messages violating predefined message input or output formats, message requests exceeding configured limits, unintended or unrecognized operations, and repeated authentication failure. As the Intelligence algorithm used in the analytics related to cyber attack detection is upto operator implementation, it is recommended that a selection of an algorithm can consider their performance metrics e.g., cyber attack detection precision, false positive rate, false negative rate etc., The solution does not provide evidence for cyberattack detection precision, false positive rate, false negative rate. Without that, the administrator may take wrong action for the wrong detection so that the network may face unsecure configuration risk.


*****End of Change 1*****

�Style changed to ‘Normal’, but as it is not appearing on the track change, this comment is added.





