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################### start the 1st change ##################
[bookmark: _Toc106364503][bookmark: _Toc129959826][bookmark: _Toc129959828][bookmark: _Hlk135044182]6.1.3.x	5G ProSe UE-to-Network Relay Discovery
[bookmark: _Toc106364504][bookmark: _Toc129959827]6.1.3.x.1	General
5G ProSe UE-to-Network Relay discovery requires confidentiality protection of the discovery messages (e.g. to ensure a UE's privacy is not disclosed to unauthorized parties or tracked due to constantly sending the same ProSe Restricted/Response Code in the clear) and integrity protection of the discovery messages (e.g. check the MIC by the receiving UE.
In 5G ProSe UE‑to-Network Relay discovery, the discovery security materials are provided by the PKMF for RSC(s)  representing user-plane based security procedure, and by the DDNMF or the PCF for RSC(s) with Control Plane Security Indicator set representing  control-plane based security procedure. 
Similar to the security for restricted 5G ProSe Direct Discovery, the security parameters needed by a sending UE to protect a discovery message (i.e. in Model A the ProSe UE-to-Network relay acting as Announcing UE and in Model B the ProSe remote UE acting as Discoverer UE sending the ProSe Query Code and the ProSe UE-to-Network relay acting as Discoveree UE sending the ProSe Response Code) are provided in the Code-Sending Security Parameters. Similarly, the security parameters needed by a UE receiving a discovery message (i.e. in Model A the ProSe remote UE acting as Monitoring UE and in Model B the ProSe remote UE acting as Discoverer UE receiving a ProSe Response Code and the ProSe UE-to-Network relay acting as Discoveree receiving a ProSe Query Code) are provided in the Code-Receiving Security Parameters. In addition, during the discovery key request procedure, 5G DDNMF/PKMF may optionally provide the PC5 security policies to the UEs and configure a ciphering algorithm for message-specific confidentiality to the UE.
Also, similar to the security for restricted 5G ProSe Direct Discovery, the security for 5G ProSe UE-to-Network relay Discovery uses a UTC-based counter (see step 9 in clause 6.1.3.1) to provide freshness for the protection of the 5G ProSe UE-to-Network relay Discovery message on the PC5 interface. The parameters CURRENT_TIME and MAX_OFFSET are also provided to the UE from the 5G DDNMF/PKMF to ensure that the obtained UTC-based counter is sufficiently close to real time to protect against replays.
Protection of discovery messages over PC5 interface for 5G ProSe UE-to-Network relay Discovery is same to that for restricted 5G ProSe Direct Discovery described in clause 6.1.3.2.3 
6.1.3.x.2	Security flows
[bookmark: _Toc106364506][bookmark: _Toc129959829][bookmark: _Hlk135044238]6.1.3.x.2.1	5G ProSe UE-to-Network Relay Discovery Model A
The security procedure for 5G ProSe UE-to-Network Relay Discovery Model A is described as follows.


Figure 6.1.3.2.2.1-1: Security procedure for 5G ProSe UE-to-Network Relay Discovery Model A

Steps 1-4 refer to an Announcing UE:
1.	5G ProSe UE-to-Network Relay sends a Relay Discovery Key Request message to the 5G DDNMF/PKMF in its HPLMN/serving PLMN. The request includes the Relay Service Code (RSC) and its PC5 UE security capability that contains the list of supported ciphering algorithms by the relay UE.
2.	The 5G DDNMF/PKMF of the 5G ProSe UE-to-Network Relay may check with the UDM of the 5G ProSe UE-to-Network Relay whether the UE-to-Network relay is authorized to announce UE-to-Network relay discovery.
3.	The 5G DDNMF/PKMF of the 5G ProSe UE-to-Network Relay returns the RSC and the corresponding Code-Sending Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters in a Relay Discovery Key Response . The Code-Sending Security Parameters provide the necessary information for the 5G ProSe UE-to-Network Relay to protect the transmission of the RSC and are stored with the RSC. The 5G ProSe UE-to-Network Relay takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of clause 6.1.3.1 of the present document. The 5G DDNMF/PKMF determines the chosen PC5 ciphering algorithm based on the RSC and the received PC5 UE security capability in step 1 and includes the chosen PC5 ciphering algorithm in the Relay Discovery Key Response message. The 5G ProSe UE-to-Network Relay stores the chosen PC5 ciphering algorithm together with the RSC.
	In addition, the 5G DDNMF/PKMF of the ProSe UE-to-Network Relay may associate the RSC with the PC5 security policies and include the PC5 security policies in the Relay Discovery Key Response message.
NOTE 1:	5G DDNMF/PKMF may get the PC5 security policies in different ways (e.g. from PCF, or based on local configuration).
Steps 4-8 refer to 5G ProSe Remote UE:
4.	The 5G ProSe Remote UE sends a Relay Discovery Key Request message to the 5G DDNMF/PKMF in its HPLMN/Serving PLMN. The request includes the RSC and its PC5 UE security capability that contains the list of supported ciphering algorithms by the remote UE.
5.	The 5G DDNMF/PKMF of  5G ProSe Remote UE may check with the UDM of the Remote UE whether the Remote UE is authorized to monitor UE-to-Network relay discovery.
6.	If the Relay Discovery Key Request is authorized, and the 5G DDNMF/PKMF of  5G ProSe Remote UE determines the potential 5G ProSe UE-to-Network Relays are in different PLMNs, the 5G DDNMF/PKMF of  5G ProSe Remote UE gets the target PLMNs (or HPLMN/Serving PLMN of the potential 5G ProSe UE-to-Network Relays) based on local configuration or information in the Relay Discovery Key Request. The 5G DDNMF/PKMF of  5G ProSe Remote UE sends a Relay Discovery Key Request message to the DDNMF/PKMF of the target PLMNs, the request includes the RSC and the PC5 UE security capability received in step 4.
7.	If the PC5 UE security capability in step 4 includes the chosen PC5 ciphering algorithm, the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the the potential 5G ProSe UE-to-Network Relays responds to the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the 5G ProSe Remote UE with a Relay Discovery Key Response message including the RSC, the corresponding Code-Receiving Security Parameters, and the chosen PC5 ciphering algorithm (based on the information/keys stored in step 3). The Code-Receiving Security Parameters provide the information needed by the 5G ProSe Remote UE to undo the protection applied by the 5G ProSe UE-to-Network Relays.
	The 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the 5G ProSe UE-to-Network Relay may send the PC5 security policies associated with the RSC to the 5G DDNMF in the HPLMN/Serving PLMN of the ProSe Remote UE.
8.	The 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the ProSe Remote UE returns the RSC and the Code-Receiving Security Parameters in a Relay Discovery Key Response, along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The the ProSe Remote UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of clause 6.1.3.1 of the present document. The UE stores Code-Receiving Security Parameters, and the chosen PC5 ciphering algorithm together with the RSC.
If the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the ProSe Remote UE receives the PC5 security policies associated with the RSC in step 7, the ProSe Remote UE's 5G DDNMF/PKMF forwards the PC5 security policies to the ProSe Remote UE.
Steps 9 and 10 occur over PC5:
9.	The ProSe UE-to-Network relay starts announcing, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the Announcing UE's ProSe clock and if the Validity Timer has not expired. The UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.
10.	The ProSe Remote UE listens for a discovery message that satisfies its RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the monitoring UE's ProSe clock. In order to find such a matching message, it processes the message. 
6.1.3.x.2.2	5G ProSe UE-to-Network Relay Discovery Model B
The security procedure for 5G ProSe UE-to-Network Relay Discovery Model B is described as follows.


Figure 6.1.3.2.2.1-1: Security procedure for 5G ProSe UE-to-Network Relay Discovery Model B

Steps 1-4 refer to an Announcing UE:
1.	5G ProSe UE-to-Network Relay sends a Relay Discovery Key Request message to the 5G DDNMF/PKMF in its HPLMN/serving PLMN. The request includes the Relay Service Code (RSC) and its PC5 UE security capability that contains the list of supported ciphering algorithms by the relay UE. The request indicates that this is for ProSe Response (Model B) operation
2.	The 5G DDNMF/PKMF of the 5G ProSe UE-to-Network Relay may check with the UDM of the 5G ProSe UE-to-Network Relay whether the UE-to-Network relay is authorized to announce UE-to-Network relay discovery.
3.	The 5G DDNMF/PKMF of the 5G ProSe UE-to-Network Relay returns the RSC, the corresponding Code-Sending Security Parameters,  and the corresponding Code-Receiving Security Parameters along with the CURRENT_TIME and MAX_OFFSET parameters in a Relay Discovery Key Response . The Code-Sending Security Parameters provide the necessary information for the 5G ProSe UE-to-Network Relay to protect the transmission of the RSC and the Code-Receiving Security Parameters provide the necessary information for the 5G ProSe UE-to-Network Relay to undo the protection applied to the RSC by the 5G ProSe Remote UE. The  Security Parameters are stored with the RSC. The 5G ProSe UE-to-Network Relay takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Announcing UE in step 4 of clause 6.1.3.1 of the present document. The 5G DDNMF/PKMF determines the chosen PC5 ciphering algorithm based on the RSC and the received PC5 UE security capability in step 1 and includes the chosen PC5 ciphering algorithm in the Relay Discovery Key Response message. The 5G ProSe UE-to-Network Relay stores the chosen PC5 ciphering algorithm together with the RSC.
	In addition, the 5G DDNMF/PKMF of the ProSe UE-to-Network Relay may associate the RSC with the PC5 security policies and include the PC5 security policies in the Relay Discovery Key Response message.
NOTE 1:	5G DDNMF/PKMF may get the PC5 security policies in different ways (e.g. from PCF, or based on local configuration).
Steps 4-8 refer to 5G ProSe Remote UE:
4.	The 5G ProSe Remote UE sends a Relay Discovery Key Request message to the 5G DDNMF/PKMF in its HPLMN/Serving PLMN. The request includes the RSC and its PC5 UE security capability that contains the list of supported ciphering algorithms by the remote UE.
5.	The 5G DDNMF/PKMF of  5G ProSe Remote UE may check with the UDM of the Remote UE whether the Remote UE is authorized to monitor UE-to-Network relay discovery.
6.	If the Relay Discovery Key Request is authorized, and the 5G DDNMF/PKMF of  5G ProSe Remote UE determines the potential 5G ProSe UE-to-Network Relays are in different PLMNs, the 5G DDNMF/PKMF of  5G ProSe Remote UE gets the target PLMNs (or HPLMN/Serving PLMN of the potential 5G ProSe UE-to-Network Relays) based on local configuration or information in the Relay Discovery Key Request. The 5G DDNMF/PKMF of  5G ProSe Remote UE sends a Relay Discovery Key Request message to the DDNMF/PKMF of the target PLMNs, the request includes the RSC and the PC5 UE security capability received in step 4.
7.	If the PC5 UE security capability in step 4 includes the chosen PC5 ciphering algorithm, the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the the potential 5G ProSe UE-to-Network Relays responds to the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the 5G ProSe Remote UE with a Relay Discovery Key Response message including the RSC, its associated Code-Sending Security Parameters, its associated Code-Receiving Security Parameters, and the chosen PC5 ciphering algorithm (based on the information/keys stored in step 3). The Code-Receiving Security Parameters provide the information needed by the 5G ProSe Remote UE to undo the protection applied by the 5G ProSe UE-to-Network Relays. The Code-Sending Security Parameters provide the information needed by the 5G ProSe Remote UE to protect the RSC.
	The 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the 5G ProSe UE-to-Network Relay may send the PC5 security policies associated with the RSC to the 5G DDNMF in the HPLMN/Serving PLMN of the ProSe Remote UE.	
8.	The 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the ProSe Remote UE returns the RSC, Code-Sending Security Parameters and the Code-Receiving Security Parameters in a Relay Discovery Key Response, along with the CURRENT_TIME and MAX_OFFSET parameters and the chosen PC5 ciphering algorithm. The the ProSe Remote UE takes the same actions with CURRENT_TIME and MAX_OFFSET as described for the Monitoring UE in step 9 of clause 6.1.3.1 of the present document. The UE stores Code-Sending Security Parameters, Code-Receiving Security Parameters, and the chosen PC5 ciphering algorithm together with the RSC.
If the 5G DDNMF/PKMF in the HPLMN/Serving PLMN of the ProSe Remote UE receives the PC5 security policies associated with the RSC in step 7, the ProSe Remote UE's 5G DDNMF/PKMF forwards the PC5 security policies to the ProSe Remote UE.
Steps 9 to 12 occur over PC5:
9.	The ProSe Remote UE acting as Discoverer UE sends the RSC and also listens for a response message if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of ProSe clock of the ProSe UE-to-Network Relay acting as Discoveree UE and if the Validity Timer has not expired. The Discoverer UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.
10.	The Discoveree UE listens for a discovery message that satisfies its RSC if the UTC-based counter associated with that discovery slot is within the MAX_OFFSET of the Discoverer UE's ProSe clock. In order to find such a matching message, it processes the message.
11.	The Discoveree sends the RSC. The Discoveree UE forms the discovery message and protects it. The four least significant bits of UTC-based counter are transmitted along with the protected discovery message.
12.	The Discoverer UE listens for a discovery message that satisfies its RSC. In order to find such a matching message, it processes the message. 
NOTE 2:	The security keys in the Code-Sending Security Parameters of Discoverer UE and the security keys in the Code-Sending Security Parameters of Discoveree UE need to be generated independently and randomly.

###################  end of the change  ##################
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