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1
Decision/action requested

This pCR updates and cleans-up Clause 5.1.5 Tenet #7: Access Security in TR 33.894.
2
References

[1]
3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks


(Release 18)’.

3
Rationale

The tenet 6 evaluation presented in Clause 5.1.5 has an EN as ‘further evaluation is FFS’. The current evaluation summary provides information on what aspects are currently supported in terms of security mechanisms related to access control such as authentication, and authorization. Where further it is clarified that the current security mechanisms consider so far, the identity and credentials into account, but not any security monitoring information. If a NF is compromised (and performs malicious behaviours over SBI, i.e., not comforming to the standardized service operations messages and behaviours) and requests to access the service, the decision points like NRF or the service procedure, cannot identify if the NF is a compromised one based on authentication results or authorization results. Because the authentication and authorization have its own purpose such as verification of the originator based on credentials (i.e., certificates and identifier), secure connection establishment and service level authorization using token. Whereas, only security monitoring results or any related information availability could help the decision point to know more about the service consumers incase if they behaved maliciously (over the SBI) in the event of any compromise. Therefore, the EN is addressed with the additional clarifications on the tenet 6 evaluation part.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894

*****Start of Change 1*****

5.1.5
Tenet #6: Access security
5.1.5.1
Description 
According to tenet 6 of [2], a zero-trust architecture has to adhere to the principle that "All resource authentication and authorization are dynamic and strictly enforced before access is allowed". The remaining description of the tenet in [2] relates more to user access to resources and related aspects such as credential management, activity monitoring, etc. Clause 2.2 provides ‘A Zero Trust View of a Network’ in [2], which states Every asset must have its security posture evaluated via a PEP before a request is granted to an enterprise-owned resource (similar to tenet 6 above for assets as well as subjects). In the 5G Core context, and without fully assimilating NFs to users, this tenet can be evaluated from the perspective of NFs consumers. More precisely, how the access by service consumers to the services of producers is secured.
5.1.5.2
Relevant security mechanisms 
All the security mechanisms specified in TS 33.501 [4] related to SBA security, in particular clauses 13.3 and 13.4 on authentication and authorization.
5.1.5.3
Evaluation 
According to the current security mechanisms, NF consumers and producers may be first required to mutually authenticate during the TLS session establishment via certificates. Then the NF consumer may be required to present an OAuth2.0 authorization token to the producer in the service request within the TLS tunnel. These two mechanisms provide the necessary tools for an operator to control access to the service producer resources dynamically at almost a service invocation level. 

The choice of the security mechanisms including the static authorization is left to the discretion of the operator and will depend on the deployment context. Nevertheless, based on the current standards, the operator of a 5G Core has the means to enforce a dynamic access authorization in the sense of this tenet by the specified OAuth2.0 mechanism. 

The currently standardized access control related security mechanisms support authentication and authorization for network service access based on identity and credentials. However, they do not consider security monitoring related information (e.g., threat assessments, security posture etc.,) or any other aspect that is highly dependent on the deployment. Lack of considering security monitoring information for access decisions will allow the NFs with malicious behaviours to remain unidentifiable and continue to access the services from NF service producers which may lead to lateral movement of the attacks. So, further standardization efforts can be considered to take into account security monitoring information if available for the access control decisions.

*****End of Change 1*****

