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	Reason for change:
	- The TLS certificate profile specifies that certificates may have only KeyUsage keyEncipherment set. KeyEncipherment is only used with weak static RSA cipher suites which have been forbidden by the 3GPP TLS profile used by SBA since Rel-16 and “should not be used and shall be possible to disable” since Rel-14.
- The TLS certificate profile specifies that RFC 8466 states that keyAgreement shall be set on Diffie-Hellman certificates. KeyAgreement is only used with weak static DH cipher suites which have been forbidden by the 3GPP TLS profile used by SBA since Rel-16 and “should not be used and shall be possible to disable” since Rel-14. RFC 8466 is also incorrect, this was stated in the obsolete RFC 5246.
- As TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 has been mandatory to support since Rel-13, removing keyEncipherment and KeyAgreement will not lead to any interoperability problems.

	
	

	Summary of change:
	The KeyUsages keyEncipherment and KeyAgreement are removed from the TLS certificate profile.

	
	

	Consequences if not approved:
	Might be misunderstood that using broken static RSA key exchange or the broken static DH key exchange in TLS 1.2 is allowed. Static RSA/DH key exchange might be supported and used.
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[bookmark: _Toc532211200][bookmark: _Toc44943910][bookmark: _Toc122096493]6.1.3a	TLS entity certificate profile
TLS client certificates shall be directly signed by the TLS client CA in the operator domain that the TLS client belongs to. TLS server certificates shall be directly signed by the TLS server CA in the operator domain that the TLS server belongs to. 
In addition to clause 6.1.1, the following requirements apply:
-	For SIP domain certificates, the recommendations in RFC 5922 [21] and RFC 5924 [22] should be followed.
-	Issuer name is the same as the subject name in the TLS CA certificate.
-	Extensions:
-	Optionally non critical authority key identifier;
-	Optionally non critical subject key identifier;
-	Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC 8446 [49] keyAgreement shall be set on Diffie-Hellman certificates;
-	Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;
-	Mandatory non-critical Distribution points: CRL distribution point.
******* END OF CHANGES ************

