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	Reason for change:
	Traffic flow confidentiality (padding and dummy packets) is an important privacy feature that was introduced in the main ESP specification in RFC 4303 published in 2005.

When introduced in 33.203, 3GPP SA3 decided to forbid the use of dummy packets in 33.203 as it had not yet been tested how existing legacy devices reacted when receiving a dummy packet (the content should just be ignored), but no actual problems had been found.

The realisation of the importance of privacy has increased in the last decade and padding and dummy packets are now part of most other security protocols such as TLS 1.3, DTLS 1.3, QUIC, WireGuard and MACsec.

17 years after the publication of RFC 4304, it can be expected that all implementations handle dummy packets correctly. Dummy packets are allowed in all other 3GPP standards that use ESP.

	
	

	Summary of change:
	The text forbidding the use of dummy packets as well as the note explaining why they are forbidden are removed. This enables use of the full traffic flow confidentiality features in ESP when used in 33.203. Traffic flow confidentiality is still optional to use.

	
	

	Consequences if not approved:
	All the privacy features in ESP cannot be used.
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[bookmark: _Toc492909136][bookmark: _Toc90905002]6.2	Confidentiality mechanisms
If the local policy in P‑CSCF requires the use of IMS specific confidentiality protection mechanism between UE and P‑CSCF, IPsec ESP as specified in RFC 4303 [54] shall provide confidentiality protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPsec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 4301 [53] shall also be considered. ESP confidentiality shall be applied in transport mode between UE and P‑CSCF. Dummy packets (Next Header = 59) shall not be sent.
NOTE: VOID
NOTE:	For interoperability with 3GPP pre-Release 11 implementations, usage of dummy packets is not allowed.
The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.
The encryption key CKESP is the same for the two pairs of simultaneously established SAs. The encryption key CKESP is obtained from the keying material established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function. . This key expansion function depends on the ESP encryption algorithm and is specified in Annex I of this specification.
The encryption key expansion on the user side is done in the UE. The encryption key expansion on the network side is done in the P‑CSCF.
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