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1
Decision/action requested

It is proposed to accept the pCR in order to complete the conclusions
2
References

[1]
3GPP TS 33.884 
3
Rationale

In order to complete the study on SNAAPPY, the concusions need to be completed. This contribution attempts to resolve the editor's notes by taking a minimalist approach of only specifying what is immediately necessary.
4
Detailed proposal

It is proposed to accept the following pCR for inclusion in TR33.884
++++++++++++++++ Begin changes ++++++++++++++

7.0 
High level conclusions

This conclusions are for enhancing CAPIF regarding resource owner awareness. Existing mechanisms without resource owner awareness are still available.

-
Authorization function is part of CCF

-
https is used as protocol between OAuth client and authorization server on the CCF.

Use case A: AF outside of UE is API invoker

-
For mutual authentication of API invoker AF and API exposing function in this use case, TS 33.122 [5] is reused.

-
For authorization, the OAuth2.0 Framework will be specified. The API invoker has the role of the OAuth client.




-
PKCE flow and client credential flow provide a different user experience and support different application needs. Thus both flows will be specified in normative work.



-
The claim in the token includes resource owner identity, thus there is no need for additional UE authentication in API invocation.

-
mutual authentication between resource owner and authorization function has to be performed.
-
the authentication method is out of scope of specification in this release



Use case B: API invoker residing on UE accessing its own resources

Conclusions applicable to both Subcase B.i) and B.ii) below:

-
For authorization, the OAuth2.0 Framework is used. The API invoker has the role of the OAuth client.



-
mutual authentication between resource owner and authorization function has to be performed
-
the authentication method is out of scope of specification in this release


-
whether API invoker onboarding needs to be specified is left to the normative phase

-
The access token issued by the authorization function contains the identity of the resource owner as a claim.

-
The API exposing function restricts the API requests to resources owned by the resource owner identified in the token claims.



Subcase B.i) API invoker part of third party application (e.g. single page application)
-
PKCE flow will be specified in normative work

Subcase B.ii) API invoker part of UE accessing its own resources
-
PKCE flow will be specified in normative work

General  issues:
-
UE A accessing resource of "UE B" is not specified in this release.
Subscriber vs UE as resource owner:

-
Regulatory requirements can affect whether UE user or subscriber is considered resource owner. Therefore, it is left to configuration in the authorization function (i.e. CCF) whose authentication (subscriber or UE) is required for authorizing access to a specific resource

-
Within the token, an identifier is used that the AEF can map to the SUPI/IMSI(s) of the resource owner. How to identify the resources is left for stage 3 work.



Conclusion for revocation:
-
One or multiple revocation mechanisms are required.
-
For revocation, the resource owner interacts with the Authorization Function (i.e. CCF) via a web page.

-
The Authorization Function (i.e. CCF) informs the Application Exposing Function about revocation. The Application Exposing Function then ensures correct handling of the revocation.

+++++++++++++++ End of changes ++++++++++++++

Trying to make a minimum viable specification, i.e. keeping out options as much as possible.


PKCE flow is standardized since 2015 and mandatory for native apps, i.e. frameworks to support PKCE flow exist.


The IETF oauth best practices document: draft-ietf-oauth-security-topics also states: 


For confidential clients, the use of PKCE [RFC7636] is RECOMMENDED.


There seems to be no benefit of providing another redirect based code flow. 





Operators already have deployed authentication systems, which can be leveraged for RNA.


see below under Subscriber vs. UE as resource owner


Trying to make a minimum viable specification, i.e. keeping out options as much as possible.


see below under Subscriber vs. UE as resource owner





