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1
Decision/action requested

SA3 is kindly asked to approve the new solution for KI #1 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR tries to add a new solution for key issue 1 of TR 33.884 [1]
4
Detailed proposal
*************** Start of the Change ****************
6.Y
Solution #Y: API invoker authorization by the AEF
6.Y.1
Introduction 

In KI#1, it is stated that the AEF should be able to determine whether API invoker is authorized to access the service API. This solution address part of KI#1.
In SNA scenarios, a malicious API invoker may bypass the resource owner authorization using the traditional CAPIF authorization mechanisms defined in clause 6.5 (i.e. TLS-PSK/PKI-based authorization mechanism and traditional OAuth 2.0 based mechanism) of TS 33.122 [5]. 

With the traditional TLS-PSK/PKI-based authorization mechanism, the malicious API invoker can send the API invocation request including the API invoker ID, the service API name, the resource owner identity to the AEF. The AEF will get authorization information, which is not related to a specific resource owner, from the CCF. Therefore, the AEF may authorize the malicious API invoker to access the resources of any resource owner via the requested API.

With the traditional OAuth 2.0 based mechanism, a malicious API invoker can obtain traditional token without resource owner identity from the CCF. And the malicious API invoker can leverage the traditional token to request resources of any resource owner. 
This solution enables the AEF to reject the request of a malicious API invoker.
6.Y.2
Solution details

In case of receiving a traditional token that does not contain the resource owner identity information, if the API request contains the resource owner identity, the AEF should reject the request. Otherwise, the AEF should authorize the API invocation request based on the token.

In case of receiving an API invocation request without a token, if the request contains the resource owner identity, AEF should reject the API request. Otherwise, AEF should authorize the request based on the TLS-PSK/PKI-based authorization mechanism defined in clause 6.5 in TS 33.122 [5]. 

6.Y.3
Evaluation

The benefits of this solution are given as follows.

The AEF can reject malicious API invocation request that contains resource owner identity but does not contain the token.

The AEF can reject malicious API invocation requests including the resource owner identity and the token that does not contain the resource owner identity.

This solution has impacts on the AEF.

*************** End of the Change ****************
