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1
Decision/action requested

SA3 is kindly asked to approve the proposed security requirements and procedures for unicast communication in TS 33.533.
2
References

[1]


TR 33.893 v0.7.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
[2]
TS 33.533 v0.0.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

Based on the conclusions made on key issue #4 in TR 33.893 [1] for unicast communication security, this pCR proposes to add the security requirements and procedures in TS 33.533 [2] for unicast communication for Ranging/SL positioning control.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.x
Security for unicast communication of Ranging/SL positioning control
6.x.a
General

Ranging/SL Positioning control is defined in TS 23.586 [a], which is supported by the Ranging/SL Positioning layer above the AS layer. The Ranging/SL Positioning layer provides the support of Ranging/SL Positioning Protocol (RSPP) (i.e. Sidelink Positioning Protocol (SLPP) defined in TS 38.355 [b]) and the protocol between the UE and LMF for Ranging/SL Positioning.
Editor's note:
The protocol used between the UE and LMF is FFS in RAN2.

Ranging/SL Positioning control over RSPP is performed on SR5 reference point between UEs. PC5-U is used as the transport layer for RSPP as specified in clause 5.3.2 of TS 23.586 [a]. Depending on type of the UE (V2X capable or 5G ProSe capable), V2X Communication procedures defined in TS 23.287 [c] or 5G ProSe Direct Communication procedures defined in TS 23.304 [d] are used for RSPP transport between UEs.
Ranging/SL Positioning control over the protocol between the UE and LMF is specified in clauses 6.x and 6.y of TS 23.273 [e].
6.x.b
Security requirements

The Ranging/SL Positioning system shall support mutually authentication between the UEs during unicast direct communication establishement for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast direct communication for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support cryptographic separation for each SR5 interface and for each peer UE during unicast direct communication for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast communication for Ranging/SL Positioning control over the protocol between the UE and LMF.

6.x.c
Security procedure for unicast direct communication over RSPP between the UEs
6.x.c.1
General

Ranging/SL Positioning services could be provided by an application provider (i.e. the services requested by a Ranging/SL positioning application server) or by a network operator (i.e. the services requested by a 5GC NF). For Ranging/SL Positioning services provided by application providers, long term credentials provided by applications are assumed available on the UE. For Ranging/SL Positioning services provided by network operators, there are no long term credentials provided by applications on the UE.
6.x.c.2
Unicast direct communication with long term credentials
If long term credentials are available on the UE, the security procedures defined for V2X unicast mode communication in clause 5.3 of TS 33.536 [f] are reused on V2X capable UEs. The security procedures defined for 5G ProSe unicast mode Direct Communication in clause 6.2.3 of TS 33.503 [g] are reused on ProSe capable UEs.

6.x.d
Security procedure for unicast communication between the UE and LMF

Editor’s Note: whether NAS security is sufficient for security protection of unicast communication between the UE and LMF is FFS depending on the specification in RAN2.
*************** Start of the 2nd Change ****************
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*************** End of the Changes ****************
