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1
Decision/action requested

Approve the pCR to TR 33.858 [1] below.
2
References

[1]
3GPP TR 33.858 "Study on security aspects of enhanced support of Non-Public Networks phase 2"
3
Rationale

This pCR provides a clean-up of TR 33.858 before sending it to TSG SA for approval. Other pCRs approved during this meeting may conflict with this proposal, e.g. by providing more meaningful resolutions of Editor's Notes. In that case, the more meaningful change should of course have priority, and the corresponding change be removed from this contribution.
4
Detailed proposal

*** BEGIN CHANGES ***



*** NEXT CHANGE ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.700-08: "Study on enhanced support of Non-Public Networks; Phase 2".

[3]
3GPP TS 22.261: "Service requirements for the 5G system".

[4]
3GPP TS 33.501: "Security architecture and procedures for 5G system"

[5]
IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)"

[6]
3GPP TS 23.501: "System architecture for the 5G System (5GS)"

[7]
3GPP TS 23.502: "Procedures for the 5G System (5GS)"


*** NEXT CHANGE ***
3
Definitions of terms, symbols and abbreviations

3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the following terms and definitions given in TR 23.700-08 [2] apply:

Local service, Localized service: Service, which is localized (i.e. provided at specific/limited area) and/or can be bounded in time. The service can be realized via applications (e.g. live or on-demand audio/video stream, electric game, IMS, etc), or connectivity (e.g. UE to UE, UE to Data Network, etc.).

Hosting network: A network providing access to Local/Localized services.
3.2
Symbols



void
3.3
Abbreviations



void
4
Assumptions

void
*** NEXT CHANGE ***
5.1.3
Potential security requirements 
The 5G system shall provide the means for UE and SNPN to mutually authenticate if non-3GPP access is used.

The 5G system shall provide the means to confidentiality, integrity and replay protect communication between UE and SNPN, if non-3GPP access is used.


NOTE:
Threats and requirements for devices that are not UEs (e.g. FN-RG or N5GC device behind RG) are not addressed in this document.
*** NEXT CHANGE ***




*** NEXT CHANGE ***
6.1.2
Solution details

This solution reuses the untrusted non-3GPP access authentication procedure in PLMN scenarios in clause 7.2.1 of TS 33.501 [4] with the following modifications:

-
In SNPN scenarios, if the construction of SUCI as described in clause 6.12 of TS 33.501 [4] cannot be used and if the employed EAP method supports SUPI privacy, then the UE can send an anonymous value SUCI to N3IWF based on configuration. And SNPN identifier, which consists of PLMN ID and NID, should also be included in AN parameters, which are sent to the N3IWF. Moreover, to fulfill the onboarding requirements, the UE may also send onboarding SUCI to the N3IWF. 

-
The AMF can choose 5G AKA, EAP-AKA', or any other key-generating EAP authentication method to authenticate UE as described in clause 6.1.3 or clause I.2.2 of TS 33.501 [4]. 

-
If EAP-AKA' or key-generating EAP authentication method is used for authentication as described in clause 6.1.3.1 and clause I.2.2 of TS 33.501 [4], the AUSF shall include the EAP-Success in step 7. 

NOTE:
The need for including SUPI privacy is not addressed in this document.
*** NEXT CHANGE ***
6.7.4
Evaluation

The identifier is unique within the N3IWF and used to bind the communication and the security key to the UE.

The IDi is the random number added by the UE to locate the KN3IWF in step3 of 7.2.1 of TS 33.501[2], thus, the existing procedure defined in clause 7.2.1 of TS 33.501[2] can be reused.


NOTE:
Further evaluation is not addressed in this document.

*** NEXT CHANGE ***
6.11.4
Evaluation

This solution addresses the security requirements of Key Issue #2 "Authentication for UE access to hosting network". It does not require new normative work. 


NOTE:
Further evaluation is not addressed in this document.

*** NEXT CHANGE ***
6.15.2
Solution details

In this solution, NSWO using SNPN credentials from CH AAA is achieved by reusing procedures defined in Solution 9 of this TR with following modifications:

- 
The WLAN AN can route the SWa messages directly to the CH AAA via AAA proxy instead of NSWOF/AUSF/UDM.

- 
The same key generating EAP method (including the SUPI/identifier privacy aspects) used by the SNPN over NG-RAN is reused over WLAN AN. 
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Figure 6.15.2-1: Reference architecture to support authentication for Non-seamless WLAN offload using SNPN credentials from CH AAA Server 


NOTE:
The ability to differentiate the authentication of the UE between NSWO case and primary authentication case has not been addressed in this document.

*** NEXT CHANGE ***
6.18.2
Solution details

This solution reuses the trusted non-3GPP access authentication procedure in clause 7.2A.1 of TS 33.501 [4] with the following modifications:

-
In step 5, when anonymous SUCI is used, the UE sets any random number into the UE ID of the AN parameters part.

NOTE 1: 
How to include the random number is not addressed in this solution, because it is in the scope of CT1. For example, CT1 may agree with a solution either put the UE ID together with the anonymous SUCI, or define a new IE.

-
In step 13b, the UE sets the ID type as ID_KEY-ID in this message and set its value equal to the random number as used in step 5.


NOTE 2:
Random number collision at TNGF has not been addressed in this document.
*** NEXT CHANGE ***
6.18.4
Evaluation

This solution addresses KI#1 when the anonymous SUCI is used in trusted non-3GPP access by UE sets a random number in the AN parameter and IDi payload. 

How to include the random number and whether it impacts on TNGF is stage3 work, thus this solution may or may not impact on the TNGF. 


NOTE:
Furher evaluation is not addressed in this document.

*** NEXT CHANGE ***





7.1.3 
Conclusion for Trusted N3GPP access to SNPN

Solution #2 is selected as basis for normative work with regards to the aspects:

- 
Support for all key generating EAP-methods

- 
Support for onboarding

This implies that the procedure specified in TS 33.501 [4] section 7A.2.4 will be reused for normative work with the following modifications:

- 
Support for usage of anonymous SUCI: 

- 
Add possibility to send anonymous SUCI in step 5 (affecting also following steps 5-8) if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.


NOTE:
What solution to use to identify KTNGF in step 13 is not addressed in this document.

- 
Support for all key generating EAP-methods: Extension of applicable authentication mechanism in step 8 to key-generating EAP authentication methods.

- 
Support for onboarding: Add possibility to send onboarding SUCI in step 5

-     Support for credential holder using AAA server for primary authentication, as specified in clause I.2.2.2 of TS 33.501 [4]. 

-     Support for Credentials Holder using AUSF and UDM for primary authentication, as specified in clause I.2.4 of TS 33.501 [4]. 

7.1.4 
Conclusion for N5CW device access to SNPN

Solution #4 is selected as basis for normative work with regards to the aspects:

- 
Support for all key generating EAP-methods

- 
Support for usage of anonymous SUCI if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.

- 
Support for SNPN Id (PLMN Id and NID) carried in NAI

-     Support for credential holder using AAA server for primary authentication, as specified in clause I.2.2.2 of TS 33.501 [4]. 

-    Support for Credentials Holder using AUSF and UDM for primary authentication, as specified in clause I.2.4 of TS 33.501 [4].


NOTE:
Conclusions regarding the issue of key derivation for non-NAS capable devices and their alignment with 3GPP TR 33.887 are not addressed in this document.

*** NEXT CHANGE ***
7.2 
Conclusions for KI#2 Authentication for UE access to hosting network
Existing authentication procedures can be used for authentication for UE access to hosting network in the possible scenarios as concluded in TR 23.700-08 [2]. 


NOTE:
Whether additional security measures are necessary is not addressed in this document.

*** NEXT CHANGE ***

*** END CHANGES ***
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