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1	Decision/action requested
It is proposed to add the proposed conclusions into the TR 33.858 [1].
2	References
[1]	3GPP TR 33.858 Study on security aspects of enhanced support of Non-Public Networks phase 2
3	Rationale
During SA3#110ad hoc-e there was a show-of-hands to try to make a decision which method to use for identifying the key KTNGF in case anonymous SUCI is used for trusted access. There was no clear result. 
In this document it is proposed to conclude that a hash of the key KTNGF can be used as identifier in case anonymous SUCI is used. 
The two other options for conclusion have some drawbacks:
- In the solution (#18) where UE provides a random number to be used as identifier there is a risk that two UEs happen to use the same value leading to the TNGF not being able to uniquely identify the UEs.
- In the solution (#5) where TNGF sends an identifier to the UE, this identifier is not protected which may lead to denial of service in case the UE uses an incorrect value. 
With the above drawbacks in mind, it is proposed to use a temporary identifier based on the hash of the KTNGF as proposed in solution #3 of the TR.
4	Detailed proposal

***BEGIN CHANGES***
[bookmark: _Toc125380116]7.1.3 Conclusion for Trusted N3GPP access to SNPN
Solution #2 is selected as basis for normative work with regards to the aspects:
- 	Support for all key generating EAP-methods
- 	Support for onboarding
Solution #3 is selected as basis for normative work with regards to 
- 	Support for usage of anonymous SUCI
This implies that the procedure specified in TS 33.501 [2] section 7A.2.4 will be reused for normative work with the following modifications:
- 	Support for usage of anonymous SUCI: 
- 	Add possibility to send anonymous SUCI in step 5 (affecting also following steps 5-8) if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.
-	In step 13, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used to identify the UE, then the hash of the key KTNGF is used. The identifier is put in the IDi payload.
Editor's note: What solution to use to identify KTNGF in step 13 is FFS. 
- 	Support for all key generating EAP-methods: Extension of applicable authentication mechanism in step 8 to key-generating EAP authentication methods.
- 	Support for onboarding: Add possibility to send onboarding SUCI in step 5

Editor’s Note: Further conclusions are FFS.

***END CHANGES***

