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1	Decision/action requested
Proposed to add a new solution KI#5 in TR 33.893
2	References
[1] 3GPP TR 33.893 v0.7.0
[2] 3GPP TS 23.586 v0.3.0

3	Rationale
This pCR proposes to add a new solution for key issue#5.   

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc107821159][bookmark: _Toc120057134][bookmark: _Toc120057236]6.X	Solution #X: Groupcast Security for Ranging/SL positioning
6.X.1	Introduction 
This solution provides a solution for the groupcast security for Ranging/SL positioning. From TS 23.287, the group management is carried out in application layer and is out of 3GPP scope. But from TS 23.568, the RSPP (Ranging/SL Positioning Protocol) may provide the group identifier information. The assumption for this solution is that: 
UE fetches the root key from the application layer and stores the root key with the group identifier. 
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Figure 6.x.2-1 Call flow of groupcast security
As show in the Figure 6.X.2-1, the details of groupcast security are as below:
Step1.1-1.3, target UE and reference UE receive the group configuration from the application layer incuding the root key and group information. UEs in the same group will receive the same root key and the same group ID and other group information. The application server will also sync with LMF on the group information, including the group IDs and corresponding root keys and other group information. 
Step 2.1-2.2, UEs derive the session keys based on root key for the group message protection. The key hierarchy and derivation are in clause 6.x.3. 
Step 3. The groupcast messages are protected using the session keys. 
Step 4. When Target UE/Reference UE detects any key leakage, UE send key update request to LMF including the cause of updating the key (e.g. key leakage or others). 
Step 5. LMF forward the key request message to application layer. 
NOTE: LMF could also be the one to trigger the key update
Step 6. Application server decides whether to trigger a key update procedure in application layer, if yes, step 1.1-1.3 repeat. 

[bookmark: _Toc107821161][bookmark: _Toc120057136][bookmark: _Toc120057238]6.X.3	Key hierarchy
There are 2 levels of the key hierarchy: 
- Root key: Key_group, Key_group ID, 
- Session keys: Key_member_int, Key_member_int ID, Key_member_enc, Key_member_enc ID.
Session keys are derived using KDF (root key (Key_group), “SL positioning”) as specified in Annex B.2.0 of TS 33.220. 
When UE is protecting the groupcast messages, the key ID is also sent together with the protected message to indicate the correct key being used. 
6.X.4	Evaluation
This solution addresses the first requirement in KI#5.

****END OF CHANGES ***
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