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************* Start of 1st Change *************
7B.X	Security for AUN3 device registration
7B.X.1	 Security mechanisms


Figure 6.1.x.2-1 AUN3 device registration
1. The AUN3 device connect to a 5G-RG.
2. The 5G-RG sends EAP-Request/Identity Request to the AUN3 device.
3. The AUN3 device responses an EAP-Response/Identity message to the 5G-RG. The message contains the SUCI of the AUN3 device.
4. The 5G-RG shall construct a NAS Registration Request message on behalf of the AUN3 device. The NAS Registration Request message contains the SUCI of the AUN3 device, an indicator that indicates the registration is for an AUN3 device, and a 5G key hierarchy capability indicator that indicate whether the 5G-RG supports the 5G key hierarchy.
Editor’s Note: How the 5G-RG knows whether the AUN3 device supports 5G key hierarchy is FFS. It is also FFS whether an alternative solution is needed or not.
5. Based on the AUN3 device indicator, the AMF shall send the Nausf_UEAuthentication_AuthenticateRequest with the SUCI, AUN3 device indicator, 5G key hierarchy capability indicator and the SN Name to the AUSF.
6. Based on the AUN3 device indicator, the AUSF shall send a Nudm_UEAuthentication_Get Request to the UDM, including SUCI and the SN Name and the AUN3 device indicator.
7. Upon reception of the Nudm_UEAuthentication_Get Request, the UDM shall invoke SIDF if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request. The UDM shall select the EAP-AKA´ authentication method and generate an authentication vector as described in clause 6.1.3. The UDM shall include the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and shall include SUPI to AUSF in a Nudm_UEAuthentication_Get Response message.
8. The AUSF shall run EAP-AKA’ procedure as described in clause 6.1.3.
9. If the AUSF has successfully verified the UE, the AUSF shall determine to derive the KAUSF and the KSEAF or not based on the 5G key hierarchy capability. If the AUN3 device support the 5G key hierarchy, the AUSF shall derive the KAUSF and the KSEAF, and send Nausf_UEAuthentication_Authenticate Response message with EAP-Success, SUPI and KSEAF to the AMF. Otherwise, the AUSF shall send Nausf_UEAuthentication_Authenticate Response message with EAP-Success, SUPI and MSK to the AMF.
10. Based on the 5G key hierarchy capability, if the AUN3 device support the 5G key hierarchy, the AMF shall derive KWAGF key from the received KSEAF and the received SUPI as specified in Annex A.9 with setting Uplink NAS COUNT to 0. If the AUN3 device does support the 5G key hierarchy, the AMF stores the MSK. 
The NAS security context is not be required in this scenario. NAS security between AMF and 5G-RG is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection. The NAS Security Mode Command shall contain the EAP-Success message and the NULL security algorithms.
11. The 5G-RG shall store the EAP-Success message.
12. The AMF sends an N2 Initial Context Setup Request and provides the KWAGF key or the MSK to WAGF.
13-17. The WAGF shall derive a TNAP key, KTNAP, from the KWAGF key as specified in Appendix A.22 and send the TNAP key to the 5G-RG, which forwards the EAP-Success to the N5CW device in step 14. The TNAP key corresponds to the PMK (Pairwise Master Key) which is used to secure the WLAN air-interface communication according to IEEE 802.11 [80]. A layer-2 or layer-3 connection is established between the 5G-RG and the AUN3 device for transporting all user-plane traffic of the AUN3 device to 5G-RG. This connection is later bound to an N1 connection that is created for this N5CW device.
18. The W-AGF shall send N2 Initial Context Setup Response message to the AMF.
19. The following steps are captured in of TS 23.502[8].
************* End of Change *************
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