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5.1.1	Security for the Application plane interfaces
[bookmark: _Toc98511841][bookmark: _Toc42176936][bookmark: _Toc42175468][bookmark: _Toc42174458]5.1.1.1	SEAL-X1
As defined in TS 23.434 [2], the SEAL-X1 reference point, exists between the key management server and the group management server and uses HTTP-1 as defined in 3GPP TS 23.434 [2] for the transport and routing of security related information to the group management server. The SEAL-X1 shall be protected using HTTPS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
5.1.1.2	SEAL-X2
The SEAL-X2 reference point enables the group management server to interact with the location management server as defined in 3GPP TS 23.434 [2]. The SEAL-X2 shall be protected using HTTPS as defined in [3], [4] and [5] . The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
5.1.1.3	IM-UU
IM-UU reference point is used between the identity management client and the identity management server. The security mechanism of SEAL-UU shall also be used for IM-UU.
The security established between the identity management server and the identity management client should be end-to-end. When this is not possible, then all sensitive material transferred between the identity management server and identity management client should be end-to-end protected with a mechanism that is out of scope of this document.
5.1.1.4	KM-UU and KM-S
The KM-UU reference point is used between the Key Management Client and Key Management Server. The security mechanism of SEAL-UU shall also be used for KM-UU. 
The KM-S reference point is a direct HTTP connection used between the VAL server and the key management server and shall be protected with the same mechanism used for the SEAL-S reference point.
The security established between the KM Server and the KM client should be end-to-end. When this is not possible, then all client related material transferred between the KM server and KM client should be end-to-end protected with a mechanism that is out of scope of the present document.
5.1.1.5	SEAL-UU
A SEAL client interacts with a SEAL server over the generic SEAL-UU reference point as defined in TS 23.434 [2].. This interface shall be protected using HTTPS as defined in [3], [4] and [5] when using HTTP. The profile for TLS implementation and usage shall follow the provisions given in TS 33.310 [6], annex E.When using CoAP [18], the SEAL-UU between the SEAL client and the SEAL server shall be protected as defined in [19] (e.g., DTLS, TLS or OSCORE) with the additional security enhancements specified in [22]. When (D)TLS is used with CoAP, the (D)TLS and certificate profiling shall follow TS 33.210 [14] and TS 33.310 [6]. When OSCORE is used with CoAP, the mandatory to implement provisions given by RFC 8613 [23] shall be followed.
[bookmark: tsgNames][bookmark: _Toc42176941][bookmark: _Toc42175473][bookmark: _Toc42174463]The SEALDD-UU reference point is defined in TS 23.433 [30]. The security of End-to-End data transmission between SEALDD client and SEALDD server based on the security of SEALDD-UU interface. The SEALDD-UU interface security follows the security of SEAL-UU interface. The SEALDD server and SEALDD client act as SEAL server and SEAL client, respectively.
[bookmark: _Toc98511846]5.1.1.6	VAL-UU
The VAL client interacts with VAL server over VAL-UU reference point as defined in TS 23.434 [2]. 
NOTE:	Security mechanism for the VAL-UU reference point is out of scope of present document.
[bookmark: _Toc98511847][bookmark: _Toc42176942][bookmark: _Toc42175474][bookmark: _Toc42174464]5.1.1.7	SEAL-C
The VAL client interacts with a SEAL client over the SEAL-C reference point as defined in TS 23.434 [2]. This reference point resides fully within the UE and therefore, security of this interface is left to the manufacturer and is out of scope for the present document.
The SEALDD-C reference point is defined in TS 23.433 [30]. The security of SEALDD-UU interface follows the security of SEAL-C interface. The SEALDD client acts as SEAL client.
[bookmark: _Toc98511848][bookmark: _Toc42176943][bookmark: _Toc42175475][bookmark: _Toc42174465]5.1.1.8	SEAL-S
The VAL server interacts with SEAL server over SEAL-S reference point as defined in TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14].
When CAPIF is not used, then TLS and OAuth 2.0 [3] shall be supported. When TLS is used, mutual authentication based on client and server certificates shall be performed between the SEAL server and VAL server using TLS. Certificate based authentication shall follow the profiles given in TS 33.310 [6], clause 6.1.3a. The identities in the end entity certificates shall be used for authentication and policy checks. The structure of the PKI used for the certificate is out of scope of the present document. TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the SEAL server and the VAL server. Security profiles for TLS implementation and usage shall follow the provisions given in clause 6.2 of TS 33.210 [14]. After the authentication, the SEAL server determines whether the VAL server is authorized to send requests to the SEAL server. The SEAL server shall authorize the requests from VAL server using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [3].
When CAPIF is used as specified in TS 23.434 [2], the security mechanism for CAPIF specified in TS 33.122 [29] shall be followed. CAPIF core function shall choose the appropriate CAPIF-2e security method as defined in the clause 6.5.2 in TS 33.122 [29] for mutual authentication and protection of the SEAL server – VAL server interface. Before invoking the API exposed by the SEAL server, the VAL server as API invoker shall negotiate the security method (TLS-PSK, PKI or TLS with OAuth token) with CAPIF core function and ensure the SEAL server has information to authenticate the VAL server.
The SEALDD-S reference point is defined in TS 23.433 [30]. The security of SEALDD-UU interface follows the security of SEAL-S interface. The SEALDD server acts as SEAL server.
[bookmark: _Toc98511849][bookmark: _Toc42176944][bookmark: _Toc42175476][bookmark: _Toc42174466]5.1.1.9	SEAL-E
A SEAL server interacts with another SEAL server over SEAL-E reference point as defined in TS 23.434 [2]. The protection of this interface shall be supported according to NDS/IP as specified in TS 33.210 [14].
The SEALDD-E reference point is defined in TS 23.433 [30]. The security of SEALDD-UU interface follows the security of SEAL-E interface. The SEALDD server acts as SEAL server.
* * * * Second change * * * *
[bookmark: _Toc98511856][bookmark: _Toc42176950][bookmark: _Toc42175482][bookmark: _Toc42174472]5.2.2	SEAL service authorization
SEAL Service Authorization procedure shall validate the VAL user to access the SEAL services. In order to gain access to SEAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the client shall be granted to use the service. 
In the case of SEALDD as specified in TS 23.433 [30], SEAL Service Authorization procedure shall validate the VAL user to access the SEALDD services. In order to gain access to SEALDD services, the SEALDD client shall present an access token to the SEALDD server for each service of interest. If the access token is valid, then the client shall be granted to use the service. 
* * * * Third change * * * *
[bookmark: _Toc98511857][bookmark: _Toc42176951][bookmark: _Toc42175483][bookmark: _Toc42174473]5.2.3	Identity management functional model
The SEAL Identity Management Server (SIM-S) and the SEAL Identity Management Client (SIM-C) provide the endpoints for VAL user authentication as shown in the SEAL Identity Management functional model in figure 5.2.3-1.
The reference point IM-UU utilizes Uu reference point as described in 3GPP TS 23.401 [7] and 3GPP TS 23.501 [8]. IM-UU shall support OpenID Connect 1.0 [5] and OAuth 2.0 [9] for VAL user authentication when using HTTPS. 
[image: ]
Figure 5.2.3-1: Functional model for SEAL Identity Management
In order to support VAL user authentication, the SIM-S shall be provisioned with the VAL user ID and VAL service IDs (usage of VAL user ID and VAL service ID is described in clause 7 of TS 23.434 [2]). A mapping between the VAL user ID and VAL service ID(s) shall be created and maintained in the SIM-S. When a VAL user wishes to authenticate for the VAL services, the VAL user ID and credentials are provided via the UE Identity management client to the SIM-S as per OpenID Connect 1.0 [5] when using HTTPS. The SIM-S receives and shall verify the VAL user ID and credentials. If verification is successful, then the SIM-S returns an ID token, refresh token and access token to the UE Identity management client. The SIM-C shall learn the user's VAL service ID(s) from the ID token. Table A shows the SEAL specific tokens and their usage.
Table 5.2.3-1: VAL UE authentication token
	Token Type
	Consumer of the Token
	Description 

	ID token
	VAL UE client(s)
	Contains the VAL service ID for at least one authorized VAL service. 

	Access token
	SKM-S, SEAL service server(s), SEALDD server(s)
	Short-lived token (definable in the SIM-S) that conveys the UE's identity. This token contains the VAL service ID for at least one authorized service.

	Refresh token
	SIM-S (Authorization Server)
	Allows VAL UE to obtain a new access token without forcing user to log in again.



To support the VAL service identity functional model, the VAL service ID(s):
-	Shall be provisioned into the SEAL Identity management database and mapped to VAL UE IDs.
-	Shall be provisioned into the SEAL Key management server (SKM-S) and mapped to UE specific key material.
* * * * Fourth change * * * *
[bookmark: _Toc98511862][bookmark: _Toc42176955][bookmark: _Toc42175487][bookmark: _Toc42174477]5.3.1	General
To enable security for VAL services, a SEAL KM client (located in either a SEAL UE or VAL server) may request key material applicable to a particular VAL service, VAL client or user.
Prior to making a key management request to the SEAL KMS (SKM-S), the VAL client or VAL user shall be authenticated by the SEAL identity management service (clause 5.2). In addition, secure connections shall be established between the SEAL/SEALDD client and the SKM-S (reference point KM-UU) and the VAL server and the SKM-S (reference point KM-S) prior to any associated key management requests.
As a result of the SEAL identity management authentication procedure, an access token scoped for key management services is provisioned to the SEAL UE. This access token is provided with each and every key management request to the SKM-S.
A VAL server is provisioned with an access token scoped for SEAL key management services and is provided with each and every key management request to the SKM-S. The method for provisioning this access token into the VAL server is out of scope of the present document.
Figure 5.3.1-1 shows the SEAL key management procedure. A SKM client may send a SEAL KM Request message to the SKM-S. The SKM-S validates and processes the request and responds with a SEAL KM Response message. The response contains key management material specific to the SEAL service or the VAL server request, or alternatively, an error code if the SKM-S encounters a failure condition.


Figure 5.3.1-1: SEAL key management procedure
The procedure in figure 5.3.1-1 is described here: 
1.	The SKM-C establishes a secure connection, using the mechanism specified in clause 5.1.1.4, to the SKM-S. Steps 2 and 3 are within this secure connection.
2.	The SKM-C sends a SEAL KM Request message to the SKM-S. The request contains the authorization credentials obtained during authentication and message content specified in clause 5.3.2.
3.	The SKM-S authorizes the request and if valid, sends a SEAL KM Response message containing the requested key material (or error code) as specified in clause 5.3.3. 
As a successful result of this procedure, the VAL UE or VAL Server has securely obtained service specific key material for use within the VAL system.
* * * * End of changes * * * *
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