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1	Decision/action requested
Approve the changes for RNAA using authorization code grant/PKCE in the living document: draftCR of SNAAPPY
2	References

3	Rationale
The contribution proposes a general procedure for authentication and authorization for RNAA using OAuth 2.0 authorization code grant or PKCE.
4	Detailed proposal
*************** Start of 1st Change ****************
6.5.Y2e	Authentication and authorization for RNAA
Editor's note: this clause provides the detailed flow required for authorizing an RNAA access. For oAuth based authorization, this includes the oAuth flow.
6.5.Y2e.a	OAuth authorization code grant


Figure 6.5.Y2e.a Procedure of Obtaining Resource owner Authorization
1. CAPIF-1e authentication and secure session establishment is performed as specified in subclause 6.3.1.
2. API invoker shall trigger resource owner client to request authorization code. The authorization request shall include API invoker ID, scope, state, redirect URL. In case that PKCE is supported, the request shall additionaly include code_challenge and code_challenge_method.
3. The RO client authenticates to the CCF by establishing a TLS connection with the CCF. 
4. The resource owner client shall send Authorization Request to the CCF. The message shall include response type, API invoker ID, redirect URL, scope, state. In case that PKCE is supported, the request shall additionaly include code_challenge and code_challenge_method.
5. The CCF may trigger resource owner authentication with resource owner client. HTTP Basic authentication scheme as defined in RFC 2617 [xx] shall be also support for CCF to authenticate the resource owner.
After successful authentication, CCF retrieves resource owner’s authorization using HTTP message.
6. The CCF shall send Authorization Response message to the Resource owner client. The message shall include authorization code with redirect URL and state.
7. The Resource owner client shall send the authorization code to the API invoker.
8. The API invoker shall send Access Token Request to the CCF as per the OAuth 2.0 [4] specification. The grant_type shall be set as “authorization_code”, and the requested scope shall also include GPSI who owns the request resource. The message shall also include authorization code which is received from step 7. In case that PKCE is supported, the request shall additionaly include code_verifier. 
9. After successful checking of authorization code and code_verifier (optional), the CCF issues a new access token to the API invoker. The claim of the token is defined in Annex C.2.2 with existention that the scope includes the GPSI.
10. The API invoker authenticates to the AEF by establishing a TLS session with the API exposing function.
11. The API invoker shall initiate invocation of a 3GPP northbound API with the AEF. The access token received from the CAPIF core shall be sent along with the northbound API invocation request as per OAuth 2.0 [4].
12. The API exposing function shall validate the access token. The AEF verifies the integrity of the access token by verifying the CAPIF core function signature If validation of the access token is successful, the AEF shall verify the API invoker's Northbound API invocation request against the authorization claims in access token, ensuring that the API Invoker has access permission for the requested service API. After successful verification of the access token and authorization claims of the API invoker, the requested northbound API shall be invoked and the appropriate response shall be returned to the API invokerThe API invoker shall use the access token for API access.
NOTE X:		The definitions for scope, state, redirect URL, authorization code are described in RFC 6749 [4].
[bookmark: _GoBack]NOTE Y:		The definitions for code_challenge, code_challenge_method and code_verifier are described in RFC 7636 [yy].
*************** End of 1st Change ****************
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