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1
Decision/action requested

It is proposed to approve the update of conclusion for KI#2 in TR 33.738[1].
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References

[1]
3GPP TR 33.738: " Study on security aspects of enablers for Network Automation for 5G - phase 3".
3
Rationale 
According to TS 23.288, In the prodedure of FL, the Server NWDAF or Client NWDAF registers to NRF with information including NWDAF NF Type (see clause 5.2.7.2.2 of TS 23.502 [3]), Analytics ID(s), Address information of NWDAF, Service Area, FL capability information including FL capability Type (i.e. FL server or FL client) and Time interval supporting FL as described in clause 5.2.
SA2 have concluded that “NWDAF containing MTLF as Server NWDAF or Client NWDAF registers to NRF with its NF profile, which includes NWDAF NF Type (see clause 5.2.7.2.2 of TS 23.502 [3]), Analytics ID(s), Address information of NWDAF, Service Area, FL capability information including FL capability Type (i.e. FL server or FL client) and Time interval supporting FL as described in clause 5.2.” In SA3, the existing IEs are preferentially reused to complete FL authorization.
In clause 5.3 of TS 23.288, “This approach stands in contrast to traditional centralized machine learning techniques where all the local datasets are uploaded to one server, thus allowing to address critical issues such as data privacy, data security, data access rights.” Service Area is one of the reference information about the above critical issue (e.g. data privacy). Each NWDAF has its own Service Area. If NWDAFs are not aware of each other's scope of service areas, this can result in accidental data leakes to other NWDAFs. For example, there are three NWDAFs, NWDAF_A and NWDAF B support FL as Client with Service Area(1,2), that means NWDAF_A and NWDAF_B can get data from each other, and NWDAF_C has service area(3) as FL server. 
Consider the following scenarios: NWDAF_C discovers the NWDAF_A and NWDAF_B through FL discovery procedure and it could send data request to and get data directly from them. This will lead to data privacy disclosure. Therefore, it is proposed that Service Area is necessary for authorization.

FL capability Type (i.e. FL server or FL client) is the role of NWDAF in FL. Therefore, it is proposed that FL capability Type is necessary for authorization. 
4
Detailed proposal

7.2
Conclusion on Key Issue #2 "Authorization of selection of participant NWDAF instances in the Federated Learning group"
It is recommended to use the following general principles for authorization of participant NWDAFs in a Federated Learning group:

-
   Initial registration of the NWDAFs involved in FL including NWDAF NF Type, Analytics ID(s) Service Area, FL capability information including FL capability type (i.e. FL server or FL client) as described in clause 6.2C.2.1 of TS 23.288 and clause 5.2.7.2.2 of TS 23.502.

-
Authorization of the server NWDAF to include a client NWDAF into a Federated Learning group is done by NRF using SBA OAuth 2.0 token-based authorization.
-
The NRF uses the interoperability indicator, Service Area, FL capability information including FL capability type (i.e. FL server or FL client), specified in TS 23.288 [5] and provided by the client NWDAF during registration, for authorization of the server NWDAF.
Editor's Note: Whether additional IEs specific for authorization of server NWDAFs need to be included in the access token and access token request is ffs. Proposed candidates are: list of permitted server NWDAF(s), analytics id, list of permitted FL server for each analytics id, FL group ID, ML model ID.

-
Authorization of the client NWDAF is implicit, since it can join a Federated Learning group only when selected by the server NWDAF.
